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Abstract. While AI is vastly evolving, wherein deepfake 

techniques may be used to generate more realistic faces, 

voices, and videos, many deepfake-based fraudulent cases 

are increasingly occurring. To combat deepfake-based for-

gery, several methods have been proposed wherein the most 

astonishing methods are based on convolution neural net-

work (CNN). However, most intelligent detection systems 

are underrepresenting in exposing the deepfake images under 

anti-forensics attacks, e.g., rescaling the image, inserting 

noises, and compressing the image again. To our knowledge, 

it still falls short of an intelligent detection system being able 

to detect deepfake and other advanced image forgery to-

gether. Additionally, it falls short of a comprehensive com-

parison study on the latest deep learning models for the deep-

fake detection.  

 

In this study, we apply the latest deep learning models for 

deepfake detection under pos anti-forensics processing 

mixed with seam-carving and copy-move forgery images in 

JPEG. Our study shows that different deep learning models 

have different distinction capability. Experimental results 

show that some latest deep learning models are effective in 

detecting deepfake images under post anti-forensics pro-

cessing in JPEG images, they are also performing well in de-

tecting seam-carving and copy-move forgery. Our study also 

shows that it is relatively easy to detect deepfake compared 

to the detection of seam carving forgery detection under anti-

forensics processing in JPEG images. 
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1 Introduction 

The rapid advancements in artificial intelligence and deep learning tech-

nologies have given rise to sophisticated image manipulation. As these 

techniques become more pervasive, AI-based cybercrime and fraudulent 

cases are frequently occurring, posing substantial ethical and security 

challenges that need to be addressed urgently. 

Deepfake technologies have demonstrated the ability to generate hy-

per-realistic synthetic images and videos that are nearly indistinguisha-

ble from the real ones (Grother et al. 2019). These technologies exploit 

deep learning frameworks such as generative adversarial networks 

(GANs) (Goodfellow et al. 2014) to create or modify content in a manner 

that seems incredibly real (Lim and Suh 2020). While initially developed 

for benign purposes such as entertainment and art, these technologies are 

increasingly used maliciously for spreading misinformation, identity 

theft, and breaching privacy (Bossier et al. 2019). Many deepfake tools 

can manipulate multimedia content effortlessly, paving the way for the 

dissemination of disinformation across digital platforms. For example, 

Midjourney, an AI image generator that creates realistic deepfakes, has 

been scrutinized recently for having a policy showing deference to Chi-

na's government (foxnews 2023). Amidst the high-profile diplomatic 

talks, a picture on social media, showing Russia’s president bowing 

down to China’ leader and kissing his hand, has sparked various reac-

tions and debates online, with many questions the authenticity of the pho-

tograph (timesnownews 2023).  

Multimedia content has become a standard form of evidence across 

various legal sectors, emphasizing the need for the content to be authen-

tic and verifiable. The introduction of user-friendly manipulation tools 

such as Zao (Zao App 2019), REFACE (Reface App 2019), FaceApp 

(FaceApp 2017), Audacity (audacityteam 2021), and Soundforge (Migax 

2021), has amplified the perceived realism of fabricated data, thereby 

complicating the verification process of content's authenticity and integ-

rity. 



Similarly, seam-carving and copy-move manipulation techniques 

have shown their potential to tamper with digital media. Seam carving is 

a technique used for content-aware image resizing (Avidan and Shamir 

2007). It preserves the most important visual features while altering the 

image's size or aspect ratio, which could be used for concealing essential 

elements in an image. Copy-move forgeries, on the other hand, involve 

duplicating or moving a part of an image within the same image, making 

it a potent tool for deceitful purposes (Huang and Ciou 2019). 

Deepfakes, along with other forms of manipulation, e.g., seam-carv-

ing and copy-move, are projected to become commonplace tools of dis-

information, potentially undermining trust in state institutions, electronic 

media, and more due to the public's difficulty discerning between genu-

ine and manipulated videos. It seems that we are now immersed in a 

"post-truth" era where malevolent actors utilize misinformation to shape 

public perception, resulting in threats as severe as election tampering, 

public defamation, and even the incitement of conflict. The manipulated 

media could be leveraged to spread disinformation globally, posing a se-

rious threat to the integrity of news and information if not properly ad-

dressed. 

2 Relevant Study 

Deepfake is generated and evolved with deep learning techniques. To 

detect deepfakes, one of the prominent research directions relies on deep 

learning itself. Various studies have proposed novel approaches using 

convolutional neural networks (CNNs), recurrent neural networks 

(RNNs), and/or other deep learning architectures to distinguish between 

real and manipulated media. For instance, Zhang and Liu (2020) exposed 

a popular open-source video forgery library called “DeepFaceLab” and 

FaceForensics dataset by making use of deep learning.  Li et al. (2020) 

introduced a deep learning framework based on two-stream networks to 

effectively detect deepfake videos by capturing both spatial and temporal 

information. Another study by Zhou et al. (2020) employed a combina-

tion of CNN and RNN models to detect deepfake images by learning 

discriminative features from visual content. Lyu (2020) discussed a few 

of the deepfake challenges as well as the research opportunities. 



 

To enhance the performance of deepfake detection algorithms, re-

searchers have explored the utilization of additional modalities, such as 

audio and metadata. Liu et al. (2020) proposed a multimodal fusion 

framework that combines visual features from deepfake images with au-

dio features extracted from corresponding audio recordings. By incorpo-

rating audio information, their method achieved improved accuracy in 

detecting deepfake media. Similarly, Nguyen et al. (2021) proposed a 

method that utilizes metadata information, such as device-specific traces 

and compression artifacts, to identify deepfake videos. Unfortunately, 

these methods become void while untouched media contents are pro-

cessed by regular multimedia processing, and processed media could be 

falsely detected as deepfake. 

While generative adversarial networks (GANs) are used for creating 

deepfakes, GAN-based artifacts are also remained with manipulated 

multimedia data. Several studies have focused on exploiting artifacts and 

inconsistencies introduced by GAN-based generation processes to detect 

deepfakes. For example, Sabir et al. (2021) proposed a deepfake detec-

tion method that leverages the concept of residual noise patterns in GAN-

generated images. Their approach effectively identified manipulated im-

ages by analyzing residual artifacts left by the GAN generator. Addition-

ally, Zhang et al. (2021) proposed a deep learning-based approach that 

analyzes the distribution of face landmarks to distinguish between real 

and deepfake videos. 

By providing interpretability to the detection models, it becomes eas-

ier to identify the specific visual cues or features that contribute to the 

decision-making process. For instance, Jiang et al. (2022) introduced an 

explainable deepfake detection framework that combines the interpreta-

bility of saliency maps with the discriminative power of CNNs. Their 

method not only achieved high detection accuracy but also provided in-

sights into the regions of interest in deepfake images. 

Recently, Masood et al. (2023) made a comprehensive survey on 

deepfake, primarily focusing on the detection of deepfake images and 

videos. It provides a comprehensive review and detailed analysis of ex-

isting tools and machine learning-based approaches for deepfake gener-

ation, and the methodologies used to detect such manipulations in both 

audio and video. For each category of deepfake, it provides information 

related to manipulation approaches, current public datasets, and key 

standards for the evaluation of the performance of deepfake detection 



techniques, along with their results. Additionally, it also discusses open 

challenges and enumerates future directions to guide researchers.  

Unfortunately, although many publications are available in tackling 

with deepfake detection, it still falls short of the investigation to expose 

the deepfake forgery followed by anti-forensics processing, e.g., image 

crop, rescale, noise addition, and JPEG recompression, which aims to 

remove or cover the deepfake-based artifact traces, in such conditions, 

many deepfake detection approaches become powerless. 

To our knowledge, there is no investigation aiming to detect deepfake 

forgery and other types of image forgery, for example, seam-carving, and 

copy-move manipulation together under anti-forensics adversarial pro-

cessing. 

On the other side, it has seen significant progress in the development 

of deep learning models such as BEIT (Bao et al 2021), ConvNext (Liu 

et al. 2022), FlexViT (Beyer et al. 2023). These models could provide 

profound insights into image manipulations and might have significantly 

enhanced our ability to detect multiple types of image forgery, mitigating 

their impact on security, privacy, and misinformation spread. However, 

most of these models have not been fully investigated in image forgery 

detection. 

In response to these challenges, it has shown the potential of leverag-

ing transfer learning and adversarial training to improve the performance 

of detection models. In this study, we apply the SOTA deep learning 

models to expose deepfake under anti-forensics adversarial manipulation 

mixed with seam-carving and copy-move forgery in JPEG images. The 

remainder of the paper is organized in this way: next section is a brief 

introduction on the recent advance in deep learning CNN models, fol-

lowed by our proposed study, experimental results, and conclusions. 

3 Latest Deep Learning Models 

With the advance in deep learning, Bao et al. (2021) furthered this ad-

vancement with their BEIT model, employing the Bidirectional Encoder 

Representation from Transformers (BERT) for self-supervised vision 

representation. The BEIT model introduced a novel masked image mod-

eling task for pretraining vision Transformers, showing impressive re-

sults on image classification and semantic segmentation tasks. BEITv2, 



 

a model proposed by Peng et al. (2022), enhanced Masked Image Mod-

eling (MIM) from pixel-level to semantic-level, playing a significant role 

in the field. 

Fang et al. (2023) introduced the EVA model, a Vanilla ViT pre-train-

ing technique, which has set new benchmarks across various vision 

downstream tasks. 

Dosovitskiy et al.'s Vision Transformer (ViT) (2020) applies trans-

former architecture directly to sequences of image patches, leading to 

substantial results when pre-trained on large amounts of data. This archi-

tecture provides a significant shift in image recognition benchmarks, 

which have been previously dominated by convolutional networks. 

Liu et al. (2022) reexamined the design spaces of Convolutional Neu-

ral Networks (ConvNets) and tested their potential. Their work, leading 

to the ConvNeXt model family, has demonstrated that these purely Con-

vNet models can compete favorably with Transformers in terms of accu-

racy and scalability while maintaining the simplicity and efficiency of 

standard ConvNets. 

Beyer et al. (2023) proposed FlexiViT, a novel approach in the Vision 

Transformers landscape, which allows the model to perform efficiently 

across different computing budgets at deployment time. By simply ran-

domizing the patch size at training time, FlexiViT achieves competitive 

performance across a wide range of tasks, making it a substantial contri-

bution in the Vision Transformers domain. 

Tu et al. (2022) proposed Multi-Axis Vision Transformer, MaxViT, 

which introduces an efficient and scalable attention model, which in-

cludes blocked local and dilated global attention. This design enables 

global-local spatial interactions on arbitrary input resolutions with only 

linear complexity. MaxViT performs exceptionally on various vision 

tasks, demonstrating the potential of their proposed model as a universal 

vision module. 

The EfficientNetV2 model, developed by Tan and Le (2021), en-

hances both the training speed and the parameter efficiency of convolu-

tional networks. This performance optimization was achieved using a 

blend of training-aware neural architecture search and scaling, together 

with a search space enriched with advanced operations such as Fused-

MBConv. The EfficientNetV2 models outperform previous 



architectures, offering faster training times and up to 6.8 times smaller 

model sizes. A unique feature of EfficientNetV2 is its use of progressive 

learning, where the image size is gradually increased during training. 

This approach, while generally enhancing training speed, often results in 

a slight decrease in accuracy. To offset this, Tan and Le designed an im-

proved method of progressive learning that adaptively adjusts regulari-

zation (e.g., data augmentation) in conjunction with image size. 

The concept of parameter transfer between different architectures is 

explored by Czyzewski (2021). In this work, a simple algorithm is pro-

posed to leverage a computationally inexpensive injection technique, 

which does not require data, for parameter transfer. The primary aim of 

this algorithm is to expedite the training process of neural networks from 

scratch. The findings indicate that transferring knowledge from any ar-

chitecture is superior to traditional initialization methods such as Kaim-

ing and Xavier initialization. This method not only converges faster but 

also provides a simple drop-in replacement for classical initialization 

techniques. The procedure involves two main steps: matching, where the 

layers of the pre-trained model are matched with the target model, and 

injection, where the tensor is transformed into the desired shape. Addi-

tionally, this work introduces the Transfer Learning by Injection (TLI) 

score as a measure to compare the similarity between current state-of-

the-art architectures on ImageNet. 

Dai et al. (2021) proposed the Neural Architecture-Recipe Search 

(NARS). Unlike traditional Neural Architecture Search (NAS) methods 

which typically search for architectures under a single set of training hy-

perparameters (also known as a training recipe), NARS aims to simulta-

neously find both the architectures and their corresponding training rec-

ipes. The approach makes use of an accuracy predictor that can evaluate 

both architecture and training recipes jointly. This dual-capability pre-

dictor is crucial in guiding sample selection and ranking. With the goal 

of compensating for the increased search space, it also utilizes the "free" 

architecture statistics such as FLOP count to pretrain the predictor, 

thereby enhancing its sample efficiency and prediction reliability. The 

trained predictor is then utilized in fast evolutionary searches to produce 

architecture-recipe pairs for various resource constraints, resulting in the 

creation of FBNetV3, within the state-of-the-art compact neural 



 

networks that exceed the performance of both automatically and manu-

ally designed competitors. In terms of practical examples, FBNetV3 

achieves parity with both EfficientNet and ResNeSt on ImageNet accu-

racy while using up to 2.0x and 7.1x fewer FLOPs, respectively. Further-

more, FBNetV3 also exhibits notable performance gains in downstream 

object detection tasks, improving mean average precision (mAP) despite 

having 18% fewer FLOPs and 34% fewer parameters than equivalent 

EfficientNet-based models. 

Tan and Le (2019) designed MixConv, a novel approach for mixed 

depth-wise convolutional kernels. While depthwise convolution has 

gained popularity in efficient ConvNets, the importance of kernel size is 

often overlooked. The authors systematically investigate the impact of 

different kernel sizes and discover that combining multiple kernel sizes 

can yield improved accuracy and efficiency. Based on this observation, 

they proposed MixConv, which naturally integrates multiple kernel sizes 

within a single convolutional operation. MixConv serves as a straight-

forward replacement for vanilla depthwise convolution, enhancing the 

accuracy and efficiency of existing MobileNet models for ImageNet 

classification and COCO object detection tasks. To showcase the effec-

tiveness of MixConv, the authors integrated it into the AutoML search 

space and introduced a new family of models called MixNets. These 

models outperform previous mobile models, including MobileNetV2, 

ShuffleNetV2, MnasNet, ProxylessNAS, and FBNet, achieving superior 

results. Notably, MixNet-L achieves a new state-of-the-art 78.9% top-1 

accuracy on ImageNet under typical mobile settings (<600M FLOPS). 

Howard et al. (2019) introduced MobileNetV3 as the next generation 

of MobileNets. They employed a combination of complementary search 

techniques and innovative architectural designs to optimize Mo-

bileNetV3 specifically for mobile phone CPUs. The development of Mo-

bileNetV3 involves hardware-aware network architecture search (NAS) 

and the utilization of the NetAdapt algorithm. These approaches are fol-

lowed by architectural advancements, resulting in improved perfor-

mance and state-of-the-art outcomes. The authors introduce two variants 

of MobileNetV3: MobileNetV3-Large and MobileNetV3-Small, de-

signed to address high and low resource usage scenarios, respectively. 

The MobileNetV3 models are further adapted for object detection and 



semantic segmentation tasks. For semantic segmentation, the authors 

propose a novel efficient segmentation decoder known as Lite Reduced 

Atrous Spatial Pyramid Pooling (LR-ASPP). Experimental results 

demonstrate the superior performance of MobileNetV3 across various 

mobile classification, detection, and segmentation tasks. MobileNetV3-

Large surpasses MobileNetV2 with a 3.2% accuracy improvement on 

ImageNet classification, while reducing latency by 20%. MobileNetV3-

Small achieves a 6.6% accuracy gain compared to a comparable Mo-

bileNetV2 model at similar latency. In terms of detection, MobileNetV3-

Large exhibits over 25% faster speed than MobileNetV2 on COCO de-

tection with similar accuracy. Additionally, MobileNetV3-Large LR-

ASPP achieves a 34% speed enhancement over MobileNetV2 R-ASPP 

for Cityscapes segmentation tasks.  

By incorporating these models into comprehensive detection frame-

works, it is possible to enhance the capabilities of deepfake image detec-

tion, seam-carving detection, and copy-move detection under anti-foren-

sics adversarial manipulation, ultimately contributing to the develop-

ment of robust forensic tools for combating visual manipulation. 

4 Detection Approaches 

4.1 Deep Learning Models 

The ImageNet Large Scale Visual Recognition Challenge (Russakovsky 

et al. 2014) evaluates algorithms for object detection and image classifi-

cation at large scale. It contains hundreds and thousands of images, 

which have been instrumental in advancing computer vision and deep 

learning research. PyTorch Image Models (timm) is a library for state-

of-the-art image classification, containing a collection of image models, 

optimizers, schedulers, augmentations, and training/validating scripts 

with ability to reproduce ImageNet training result (Wightman 2019). It 

contains validation and benchmark results for the models in this collec-

tion. We selected the following top-ranking models in the classification 

of ImageNet dataset, a total of 19 models, listed in Table 1, for our study 

in detecting deepfake, seam-carving, and copy-move forgery in JPEG 

images together. 



 

Table 1. PyTorch Image Models (timm) models (Wightman 2019) in 
our study. 

MODEL-NO MODEL NAME 

1 eva_large_patch14_196.in22k_ft_in22k_in1k 
2 beitv2_large_patch16_224.in1k_ft_in22k_in1k 
3 vit_large_patch14_clip_224.openai_ft_in12k_in1k 
4 beit_large_patch16_224.in22k_ft_in22k_in1k 
5 convnext_large.fb_in22k_ft_in1k 
6 vit_base_patch8_224.augreg2_in21k_ft_in1k 
7 flexivit_large.1200ep_in1k 
8 beit_base_patch16_224.in22k_ft_in22k_in1k 
9 vit_relpos_base_patch16_clsgap_224.sw_in1k 

10 gc_efficientnetv2_rw_t.agc_in1k 
11 tf_efficientnet_b2.ns_jft_in1k 
12 efficientnetv2_rw_t.ra2_in1k 
13 vit_srelpos_medium_patch16_224.sw_in1k 
14 fbnetv3_g.ra2_in1k 
15 vit_small_r26_s32_224.augreg_in21k_ft_in1k 
16 mixnet_xl.ra_in1k 
17 tf_mixnet_l.in1k 
18 mobilenetv3_large_100.miil_in21k_ft_in1k 
19 tinynet_a.in1k 

 

4.2 Optimizer and Loss Function 

The pre-trained pytorch image models (Wightman 2019) were trained 

with stochastic gradient descent (SGD) optimizer. Since we apply fine-

tune method to the pre-trained models and retrain the models by using 

our image forgery data. Additionally, it shows that SGD optimizer per-

forms well and stable compared other optimizers (Liu and Chen et al. 

2022), therefore, in this study, we adopt SGD optimizer, and describe 

below. 

Consider the object function, 
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Where the parameter w that minimizes Q(w) is to be estimated. Each 

summand function Qi is typically associated with the i-th observation in 

the dataset for training. 

To minimize the object function, a standard gradient descent method 

is performed in the following iterations: 
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Where η is a step size or called the learning rate.  

Stochastic gradient descent with momentum remembers the update 

Δw at each iteration, and determines the next update as a linear combi-

nation of the gradient and the pervious update: 

: ( )
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                                 (3) 

That leads to: 

: ( ) wiw w Q w = −  +                          (4) 

Where the parameter w which minimize Q(w) is to be estimated, η is 

a step size or called the learning rate, and αis an exponential decay factor 

between 0 and 1 that determines the relative contribution of the current 

gradient and earlier gradients to the weight change. 

Cross entropy is frequently used for loss function. For a multiple-class 

classification, the loss function is given by, 

( )( , ) logloss x y x y= −                                       (5) 

Where y is the predicted probability and x is probability of true label. 

4.3 Image Forgery Datasets 

4.3.1 Seam-carving image dataset and processing 

We adopt the seam-carving image dataset that was used in the previous 

study (Liu and Chen 2015, Liu 2017, Liu 2019, and Celebi et al. 2022), 

wherein the 7837 untouched JPEG images in quality Q75, and 7837 

seam-carving manipulated JPEG images in quality Q75 are utilized. 

Each JPEG image is 512×512. We process these JPEG images in the 

following ways. 

1). Crop each 512×512 JPEG image, the center 256×256 is saved in 

JPEG at the quality Q75. We obtain the images in class label 0 and class 

label 1 in Table 2. 

2)  Rescale each 512×512 JPEG image to 256×256 and resave the pro-

cessed image data in JPEG at the quality Q75. We obtain the images in 

class label 2 and class label 3 in Table 2. 

3) Randomly crop each 512×512 JPEG image from the four corners, 

rescale each cropped image to 256×256, and resave the processed image 



 

data in JPEG at the quality Q75. We obtain the images in class label 4 

and class label 5 in Table 2. 

 

4.3.2 Copy-move image dataset and processing 

The dataset (Mahfoudi et al. 2019) contains about 19000 copy-move for-

geries, which are available under the copymove_img directory. Each 

copy-move is accompanied by two binary masks. One under the 

probe_mask subdirectory indicates the location of the forgery and one 

under the donor_mask indicates the location of the source within the im-

age. Based on the probe-mask data, we extract the original object image, 

and pasted object image, each image is rescaled to the size 256×256, and 

saved in JPEG at the quality Q75, assigned the class labels 6 and 7 in 

Table 2. 

 

4.3.3 Deepfake image dataset and processing 

A Kaggle deepfake image dataset contains manipulated images and real 

images (Le et al. 2021). The manipulated images are the faces which are 

created by various means. The source for this dataset is https://ze-

nodo.org/record/5528418#.YpdlS2hBzDd. Each image is a 256×256 im-

age of a human face either real or fake. All these images are saved in 

JPEG at quality Q75, assigned the class label 8 (real) and class label 9 

(fake) in Table 2. 

Additionally, we randomly crop each JPEG image from the four cor-

ners, rescale the image to 128×128, then rescale to 256×256, and finally 

saved in JPEG at quality Q75, assigned to the class label 10 (real) and 

class label 11(fake) in Table 2. 

 

4.3.4 Noise Addition 

In addition to the above processing, we also randomly add gaussian, 

speckle, and passion noise to the class labels 4, 5, 10, and 11 in Table 2, 

these images are saved as the new class labels 4, 5, 10, and 11 in Table 

3. 

 

Table 2. Image classes under post anti-forensics in JPEG (type 1). 

CLASS  QUANTITY IMAGE PROCESSING  

0 7837 
Untouched, center crop 256×256, recom-

pression 

https://zenodo.org/record/5528418#.YpdlS2hBzDd
https://zenodo.org/record/5528418#.YpdlS2hBzDd


1 7837 
Seam-carving, center crop 256×256, 

recompression 

2 7837 
Untouched, rescale to 256×256, recom-

pression 

3 7837 
Seam-carving, rescale to 256×256, recom-

pression 

4 7837 
Untouched, random crop, rescale to 

128×128, and rescale to 256×256, then 

recompression 

5 7837 
Seam-carving, random crop, rescale to 

128×128, and rescale to 256×256, then 

recompression 

6 19086 
Untouched, rescale to 256×256, then 

recompression 

7 18923 
Copy-moved, rescale to 256×256, then 

recompression 
8 70001 Real, rescale to 256×256, recompression 
9 70001 fake, rescale to 256×256, recompression 

10 31120 
Real, random crop, rescale to 128×128, 

and rescale to 256×256, then recompres-

sion 

11 21978 
fake, random crop, rescale to 128×128, 

and rescale to 256×256, then recompres-

sion 

 

Table 3. Image classes under post anti-forensics with noise addition in 
classes 4, 5, 10, and 11 in JPEG (type 2). 

CLASS  QUANTITY IMAGE PROCESSING  

0 7837 
Untouched, center crop 256×256, recom-

pression 

1 7837 
Seam-carving, center crop 256×256, recom-

pression 

2 7837 
Untouched, rescale to 256×256, recompres-

sion 

3 7837 
Seam-carving, rescale to 256×256, recom-

pression 



 

4 7837 
Untouched, random crop, rescale to 

128×128, and rescale to 256×256, noise ad-

dition, then recompression 

5 7837 
Seam-carving, random crop, rescale to 

128×128, and rescale to 256×256, noise ad-

dition, then recompression 

6 19086 
Untouched, rescale to 256×256, then 

recompression 

7 18923 
Copy-moved, rescale to 256×256, then 

recompression 
8 70001 Real, rescale to 256×256, recompression 
9 70001 fake, rescale to 256×256, recompression 

10 31226 
Real, random crop, rescale to 128×128, and 

rescale to 256×256, noise addition, then 

recompression 

11 32169 
fake, random crop, rescale to 128×128, and 

rescale to 256×256, noise addition, then 

recompression 

 

Some examples from each class in Table 2 are given in Figure 1, and 

the noisy examples from Table 3 are given in Figure 2. 

 

   

   

   



   
Figure 1. Image examples from Table 2. They are sequentially extracted 

from class 0 to class 11, in the order from the left to right, top to the 

bottom. 

 

 

   

   

   

   
Figure 2. Image examples from Table 3. The first-row images are ex-

tracted from class 4 (untouched), the second row from class 5 (seam-

carving), the third from class 10 (real), and the fourth from class 11 

(fake). 

5 Experimental Results 

 



 

In each experiment, we randomly selected 64% from each class for train-

ing and 16% for validation, and the remaining 20% for testing. The same 

training, validation, and testing datasets are applied to each fine-tuning 

deep learning model. We selected the initial learning rate 0.001 and the 

cross-entropy loss. The dataset contains imbalanced classes, while we 

randomly selected samples for training, different weights are assigned to 

the twelve classes, computing by the total number of all class images 

over the number of each class. We ran 10 experiments for each model. 

Table 4 shows the mean testing accuracy in correctly detecting the 12 

class images, which are described in Table 2. In Table 4, the top 3 testing 

accuracy values are highlighted in bold. 

 

Table 4. Mean detection accuracy on the 12 class data sets (type 1). 

MODEL NO MEAN TESTING ACCURACY (%) 

1 91.63 
2 90.96 
3 86.41 
4 88.74 
5 93.91 
6 90.82 
7 91.41 
8 88.43 
9 90.98 
10 90.50 
11 90.65 
12 90.48 
13 90.50 
14 91.25 
15 85.17 
16 89.29 
17 89.01 
18 87.88 
19 87.94 

 

Table 5 shows the mean testing accuracy in correctly detecting the 12 

class images, described in Table 3. 



Table 5. Mean detection accuracy on the 12 class data sets (type 2). 

MODEL-NO MEAN TESTING ACCURACY (%) 

1 88.80 
2 88.78 
3 86.13 
4 88.94 
5 93.00 
6 89.50 
7 91.07 
8 88.31 
9 89.98 
10 90.28 
11 89.50 
12 89.89 
13 89.84 
14 90.47 
15 82.96 
16 87.64 
17 87.35 
18 86.29 
19 86.71 

 

Comparing the results, among the 19 models, it is clear that the model 

convnext_large.fb_in22k_ft_in1k outperforms others, followed by flex-

ivit_large.1200ep_in1k and fbnetv3_g.ra2_in1k model. Even under 

rescaling and noise addition, most models are effective in distinguishing 

deepfake images from the real images.  However, it is more challenging 
in distinguishing seam-carving images from untouched under anti-foren-

sics manipulations, especially in classifying class 5 and class 4. 

6 Conclusions 

In this study, we apply nineteen deep learning models within the state-

of-the-art for deepfake detection under post anti-forensics processing 

mixed with seam-carving and copy-move forgery images in JPEG. Our 

study shows that different deep learning models have different capabili-

ties. Experimental results show that some latest deep learning models are 



 

effective in detecting deepfake images under post anti-forensics pro-

cessing they are also performing well in detecting seam-carving and 

copy-move forgery, however, it is more challenging to detect seam carv-

ing forgery detection under anti-forensics processing in JPEG images.  

Among the nineteen deep learning models, in general, a convnext large 

model outperforms others, which is more effective in distinguishing the 

three different types of forgery under anti-forensics manipulations in 

JPEG images. 
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