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ABSTRACT

This research paper examines how adoption of generative and agentic artificial
intelligence (Al) may affect the operational sustainability gap between larger water
utilities and many small or rural water and wastewater systems. This gap is the uneven
capacity of these utilities to operate, maintain, and secure the systems needed to
provide safe and reliable service over time. The gap is shaped by workforce constraints,
compliance and infrastructure burdens, vendor dependence, and cybersecurity
limitations. Well-governed Al adoption could help narrow that gap by reducing
administrative, compliance, funding, and operational-planning burdens. However, the
same tools could widen the gap if they are adopted before utilities can meet the
cybersecurity, data-governance, vendor-management, and operational-fallback
requirements for safe use. The problem is not rurality itself. It is the interaction of
capacity constraints, operational technology (OT) and data exposure, vendor and
access-control weaknesses, and limited recovery capability that undermines safe use.
The brief recommends an incremental adoption approach. The approach starts with low
risk uses that build capacity, protect sensitive and operational information, and preserve
human accountability. It delays higher risk uses until the organization can establish and
verify Al governance and safeguards.
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INTRODUCTION

Since the public release of ChatGPT in 2022, generative Al has moved rapidly into
public, commercial, and workplace use, with more agentic systems following.
Generative Al produces text, code, images, summaries, recommendations, and other
outputs in response to prompts or data inputs. For water utilities, these tools can serve
as writing assistants, search-and-synthesis tools, coding aides, training aids, and
decision-support interfaces for technical, regulatory, operational, and cybersecurity
information."” Agentic Al goes further by pursuing goals through multiple steps, using
external tools or data sources, making intermediate decisions, and recommending or
initiating actions through connected software. In a water utility setting, agentic tools may
support compliance reporting, work-order triage, supply-chain coordination,
maintenance planning, vendor-access review, and incident documentation.

Many small and rural water and wastewater systems entered this new era with an
operational sustainability gap that predates Al. Operational sustainability refers to a
utility’s continuing ability to operate, maintain, and secure the systems needed to
provide safe and reliable water and wastewater service. The gap refers to the uneven
capacity of larger urban utilities and many small or rural utilities to sustain those
functions over time. The difference is not simply geography. Larger utilities are more
likely to have dedicated engineering, legal, procurement, IT, cybersecurity, and
compliance functions, while many small systems rely on limited staff, part-time
managers, contract operators, vendors, or regional assistance to meet similar needs.
The U.S. Environmental Protection Agency (U.S. EPA) identifies small-system
sustainability as a persistent challenge because small utilities often spread fixed
operating, compliance, capital, and cybersecurity costs across a limited customer base.?
Workforce pressures compound these constraints as experienced operators age out of
the sector without adequate replacements.?

Cybersecurity is a significant contributor to this capacity divide. As utilities adopt more
connected digital technologies, they also take on more recurring technical work. Remote
monitoring, cloud platforms, digital maintenance systems, and connected operational
technology can improve visibility, documentation, efficiency, and planning. They also
create more accounts, vendor connections, logs, backups, and remote-access paths to
manage. Cybersecurity is therefore not a one-time purchase. It requires recurring work

T Autio et al., 2024.
2U.S. EPA, n.d.
3 Kane & Tomer, 2018; U.S. EPA, 2024a.



across access management, asset monitoring, incident preparation, staff training, and
vendor oversight.*

In earlier waves of digital technology adoption, larger urban utilities were often better
positioned to realize the benefits because they could absorb new cybersecurity
demands through dedicated staff, broader rate bases, and formal governance
processes. Many small or rural utilities faced a harder choice. They could forgo
sustainability-enhancing technologies or manage the same expanding cybersecurity
demands with fewer personnel, older systems, and greater vendor dependence.
Generative and agentic Al may sharpen that divide. Better-resourced utilities are more
likely to gain additional capacity from Al while managing the required safeguards.
Smaller utilities may need the benefits more urgently, but be less able to use Al safely.
Without practical support, Al adoption could widen the operational divide.

Al can help reduce the gap if utilities adopt it safely. Generative Al can help draft
administrative, training, funding, maintenance, public-facing, and compliance materials.
Agentic Al may eventually support multi-step work, such as gathering records, flagging
missing information, routing drafts for review, and documenting incident actions. These
uses could give small utilities support that previously required more staff time or outside
expertise. The same value proposition creates risk. A tool that helps a small staff do
more could bypass governance, expose sensitive information, increase vendor
dependence, or influence decisions before the utility can verify the output. Al features
may also appear through routine software updates, vendor-managed platforms,
business and operational software, or informal staff use of public chatbots. In those
settings, a tool can become operationally important before the utility has approved its
use or reviewed its safeguards.

The central argument for this brief is not that rural water utilities are inherently insecure
and therefore must avoid emerging Al technologies. It is that Al can help narrow the
urban-rural sustainability gap only if small utilities and their support partners build the
capacity to govern, secure, review, and recover from Al-enabled workflows. Without
those supports, Al could deepen the same divide it promises to reduce. The policy
challenge is to create structures that support incremental, safe Al adoption in ways that
strengthen rather than undermine utility sustainability.

4 Cybersecurity and Infrastructure Security Agency, Environmental Protection Agency, & Federal Bureau
of Investigation, 2024e.



ANALYSIS AND FINDINGS

The Sustainability Gap Is Structural, Widespread, and Diffuse

The operational sustainability gap is not limited to small, unusually fragile utilities. It is a
structural condition spread across a large and diverse population of systems. In the
context of Al technology, the gap is more about operational capacity than infrastructure.
It is about the recurring ability to manage people, technology, vendors, cybersecurity,
compliance, and recovery. EPA reports that 95 percent of the 145,720 active public
water systems serve 10,000 or fewer people, and approximately 79 percent serve 500
or fewer people.® The reality is that the water sector includes a very large number of
systems that must operate with limited staff and uneven access to technical support.®
While this does not mean most Americans receive water from small or insecure
systems, it does mean that the sustainability gap is widespread.

The issues are not uniformly a rural or small system phenomenon. EPA’s capacity-
development framework defines sustainable performance through technical,
managerial, and financial capacity, which includes the ability to maintain compliance
and provide safe drinking water over time.” In 2022, a large system in Jackson,
Mississippi caught in the sustainability gap suffered a service disruption involving
around 150,000 residents. The crisis left residents without drinkable water and under a
boil-water notice for 40 days. Beyond infrastructure deficiencies, the crisis was reported
to be driven by staffing shortages, operations and maintenance issues, and long-term
regulatory violations.® For Al technology, cybersecurity gaps are critical. GAO found that
systems across the water sector struggle with workforce skills gaps, older technologies
that are difficult to update, and limited cybersecurity investment.® The American Water
Works Association’s 2025 State of the Water Industry summary also identified public
trust, workforce, and cybersecurity among the sector’s top challenges. It reported that
26 percent of small systems had low to no ability to implement cybersecurity
measures.°

The challenge posed by the sustainability gap is difficult to solve because the condition
exists in diffuse operational environments. Water utilities operate under multiple types of
jurisdictions, ownership models, vendor relationships, rate bases, and regulatory

5 U.S. EPA, 2025.

6 U.S. EPA, n.d.; U.S. EPA, 2024a; Government Accountability Office, 2024.
7 U.S. EPA, 2025.

8 Associated Press, 2023.

® Government Accountability Office, 2024

0 American Water Works Association, 2025



environments."" This fragmentation is a long-standing feature of U.S. drinking-water
governance. The National Research Council described the small-systems problem as
long recognized but unresolved. It traced the fragmented U.S. water-supply network to
local development patterns in which towns and cities built their own systems under
local, state, and federal oversight.'> EPA’s water-system partnership guidance similarly
treats partnerships as a means by which to build technical, managerial, and financial
capacity across systems that face similar challenges but may differ in ownership,
geography, operations, and governance structure.'® This fragmentation makes sector-
wide improvement difficult because no single governance structure, procurement
channel, or technical-assistance model reaches all systems equally.

Fragmentation may localize some operational risks, but modern Al can also scale risk
across many organizations. A failure confined to one small utility may have local
consequences. By contrast, a shared Al service, vulnerability, or attack method could
affect many utilities in similar ways. The same public chatbot, vendor platform,
compliance assistant, or automated workflow may be used across many water and
wastewater systems. As with cloud services and software supply chains, this shared
dependence can create common points of failure. NIST describes one form of this risk
as an algorithmic monoculture, where many users rely on the same model or algorithm
and may therefore experience correlated failures.™

Al systems also introduce some less familiar risks. “Prompt injections” occur when
malicious or misleading instructions cause an Al system to ignore its intended rules or
misuse connected data and tools. “Excessive agency” occurs when an Al system is
given more authority to act than is necessary or adequately controlled. Other risks
include disclosure of sensitive information, insecure third-party components, unsafe or
inaccurate outputs, and overreliance on Al-generated recommendations™. Recent
cyber-threat assessments warn that Al can increase the effectiveness, scale, and
efficiency of malicious activity. Examples include phishing, impersonation,
reconnaissance, and support for exploiting vulnerable systems.'®

Given the water sector’s uneven operational capacity, Al adoption should be understood
as both a partial remedy for the sustainability gap and a source of new risk. Many small

" U.S. EPA, n.d.; Government Accountability Office, 2024

12 National Research Council, 1997

13 U.S. EPA, 2025

4 Autio et al., 2024

15 Autio et al., 2024; Open Worldwide Application Security Project, 2025.

'6 Federal Bureau of Investigation, Internet Crime Complaint Center, 2024; National Cyber Security
Centre, 2024.



and rural systems have the strongest practical need for Al-enabled support because
they must manage operations, compliance, modernization, public communication,
cybersecurity, and incident recovery with limited staff and uneven access to technical
assistance. Yet those same capacity limits can make Al adoption harder to govern
safely. This creates a central tension. The systems that may benefit most from Al-
enabled capacity support may be least able to manage the associated risks.

Foreseeable Al Risks in Water Utility Operations

The water-sector evidence base for actual generative or agentic Al incidents remains
limited, and there is not yet a large public dataset of Al-driven water utility disruptions.
At the same time, the absence of widespread reported Al incidents should not be
mistaken for an absence of foreseeable risk. The available evidence points to three
broad pathways by which Al could affect water and wastewater utilities:

1. External exploitation of OT and cyber weaknesses
2. External exploitation of people and trust relationships
3. Internal governance failures in Al-enabled utility workflows

External exploitation of OT and cyber weaknesses

Direct water-sector incidents show that attackers already exploit exposed human-
machine interfaces (HMIs), virtual network computing (VNC) remote access, default
passwords, weak credentials, missing multifactor authentication, and fragile fallback
capacity. CISA and partner agencies reported that pro-Russia hacktivists manipulated
water and wastewater HMIs, changed settings, disabled alarms, changed administrative
passwords, and forced some operators to revert to manual control.'” IRGC-affiliated
actors similarly compromised Unitronics programmable logic controllers (PLCs) used in
water and wastewater facilities and other sectors. The devices were often connected to
the internet and protected by default passwords or none at all."® Generative and agentic
Al could make this pathway faster and easier. Adversaries could use it to identify
exposed systems, generate phishing or exploit-support material, summarize public utility
information, or scale attacks across similarly configured small systems.'®

External exploitation of people and trust relationships

Water utilities depend on trusted communications among operators, managers, board
members, vendors, engineers, regulators, emergency-management partners, and

7 Cybersecurity and Infrastructure Security Agency et al., 2024a.
'8 Cybersecurity and Infrastructure Security Agency et al., 2024c.
'® National Cyber Security Centre, 2024.



customers. Generative Al can make malicious messages more persuasive by producing
realistic emails, voice messages, meeting summaries, instructions, public notices, or
vendor communications. Federal reporting warns that criminals are already using
generative Al to facilitate fraud. The United Kingdom’s National Cyber Security Centre
also assesses that Al will likely increase the effectiveness and scale of phishing,
reconnaissance, social engineering, and related cyber activity.?° For water utilities, this
matters because a false instruction, fake vendor request, fraudulent payment approval,
or misleading emergency message can affect access decisions, public communications,
incident response, or operational coordination.

Internal governance failures in Al-enabled utility workflows

These risks arise when a utility, vendor, or staff member adopts Al without clear limits
on data, permissions, review, accountability, and fallback procedures. NIST and
OWASRP identify generative and agentic Al risks such as hallucination, prompt injection,
sensitive-information disclosure, unsafe output, supply-chain weakness, excessive
agency, and overreliance.?' OT security guidance also emphasizes that decisions
affecting connected operational environments should be evaluated through safety,
business knowledge, OT data protection, segmentation, supply-chain security, and
people-centered operations.?? In water-utility practice, these risks can arise when staff
enter customer data, credentials, system diagrams, supervisory control and data
acquisition (SCADA) screenshots, cybersecurity details, or incident records into poorly
governed tools. They can also arise when a vendor adds Al features without review or a
chatbot produces confident but incorrect compliance or process guidance. The risk
becomes more direct when an Al agent routes work orders, drafts notices, updates
records, or recommends operational actions before a qualified person verifies the result.

Table 1 translates these three pathways into practical Al risk classifications for water
utilities. The classifications do not claim that each risk has already produced a
documented water-sector Al incident. Rather, they identify foreseeable risk categories
supported by direct water-sector cyber incidents, broader critical-infrastructure threat
reporting, Al security guidance, and cross-sector Al analogies. This framing supports a
cautious but actionable conclusion. Realized water-sector Al incidents remain few, but
the risk landscape is foreseeable enough to inform adoption policy now.

20 Federal Bureau of Investigation, Internet Crime Complaint Center, 2024; National Cyber Security
Centre, 2024.

21 Autio et al., 2024; Open Worldwide Application Security Project, 2025.

22 Australian Signals Directorate’s Australian Cyber Security Centre et al., 2024.



Table 1. Al risk classifications and water-sector relevance.

Risk Classification

Water-Sector Example

Al-enabled
reconnaissance and
exploitation

An attacker uses generative Al to identify exposed
HMIls, vulnerable remote-access tools, default credential
patterns, public utility documents, vendor relationships,
or likely phishing targets, then scales attacks against
small utilities with limited monitoring capacity.

Impersonation and
authorization fraud

Al-generated emails, voice messages, meeting
summaries, or video/audio impersonations appear to
come from a utility manager, board member, regulator,
vendor, engineer, or emergency-management partner
and are used to approve payments, change access,
redirect staff, or create false urgency.

Malicious input and
prompt-injection
attacks

A malicious email, PDF, calendar invite, vendor
attachment, maintenance note, or fake advisory
contains instructions that manipulate an Al assistant
when the tool summarizes documents, drafts work
orders, reviews tickets, or retrieves records.

Unsafe output and
decision-support
failure

An Al tool produces confident but incorrect guidance
about compliance language, public notices,
cybersecurity triage, maintenance priorities, alarms,
chemical dosing context, pump operations, or incident
response, and staff rely on the output without sufficient
review.

Sensitive data and
OT information
exposure

Staff or vendors enter customer data, credentials,
emergency plans, cybersecurity details, network
diagrams, SCADA screenshots, asset inventories,
incident records or nonpublic operational information
into public or poorly governed Al tools.

Data, model, vendor,
and supply-chain
compromise

A vendor adds an Al feature to a compliance, billing,
asset-management, dashboard, customer-service, or
maintenance platform without utility review; alternatively,
compromised source data, retrieval systems, Al-
generated scripts, or model updates distort outputs or
create insecure behavior.

Overreliance and
excessive agency

A utility allows an Al agent to send emails, create work
orders, update records, route vendor tickets, summarize
cybersecurity alerts, or recommend operational actions
before a qualified person verifies the result, creating a
pathway for errors to become actions.




Together, these classifications show that safe adoption policy should focus on how
proposed Al use cases might fail in a water-utility setting. Before adoption, utilities
should assess the data involved, the system’s permissions and authority, and its
proximity to OT. They should also evaluate vendor dependence, human review
requirements, and their ability to continue operating if the tool fails.

Foreseeable Al Benefit Pathways in Water Utility Operations

Al adoption remains relatively low in the water sector, so evidence for generative and
agentic Al benefits is limited. Recent work on generative Al in water utility operations
and federal Al risk guidance suggests that bounded and governed Al tools can support
several tasks. These include drafting, data summarization, information retrieval, training,
documentation management, and human-reviewed decision support.?®> Near-term
benefits are most likely found in documentation, procurement, maintenance
coordination, compliance, and administrative workflows. Realizing these benefits still
requires investment. Utilities may need to prepare data, train staff, review vendors,
strengthen cybersecurity controls, and maintain ongoing oversight.

Administrative and Compliance Capacity

The first general benefit pathway is administrative and compliance capacity. Many small
utilities spend scarce staff time drafting public notices, Consumer Confidence Reports,
board materials, grant narratives, permit summaries, meeting notes, and routine
customer communications. Generative Al can reduce the time required to create first
drafts, translate technical material into plain language, organize source records, and
prepare documents for review by a responsible operator, manager, or compliance lead.
Commercial tools are already emerging in this area. For example, “1water.ai” describes
an Al-supported Consumer Confidence Report platform for U.S. community water
systems, and Klir's “Boots” is marketed as an Al assistant that can answer utility-data
questions from centralized records.?*

Operational Knowledge and Workforce Support

The second benefit pathway is operational knowledge and workforce support. Small
utilities often depend on a small number of experienced operators, contract personnel,
vendors, or regional technical-assistance providers. Generative and agentic Al tools can
help preserve and organize institutional knowledge. They can summarize standard
operating procedures, turn maintenance notes into searchable records, draft training
materials, produce shift handoff summaries, and help newer staff understand historical

23 Autio et al., 2024; Sela et al., 2025
24 1water.ai, 2026; Klir, n.d.



maintenance or compliance records. These uses align with water-sector research
emphasizing the relationship among knowledge management, human resources, and
operational capacity®>. The outputs are safest if they remain advisory, are checked
against source records, and do not replace operator judgment.

Maintenance and Operational Planning Documentation

The third benefit pathway is maintenance and operational-planning documentation.
Generative and agentic tools can organize approved maintenance notes, inspection
reports, operator logs, service tickets, vendor manuals, and past work orders into
summaries, checklists, and questions for staff, engineers, or technical-assistance
providers. These tools should not be presented as predictive-maintenance engines or
digital twins. For small utilities, their near-term value is lower-risk workflow support.
They can help staff find records, prepare draft plans, and document decisions while
qualified personnel remain responsible for analysis and action.

Cybersecurity and Resilience Documentation

The fourth benefit pathway is cybersecurity and resilience documentation. Generative
and agentic tools may help small utilities summarize logs for qualified review, organize
incident records, draft tabletop-exercise materials, identify missing asset-inventory
fields, summarize vulnerability information, prepare after-action reports, and convert
incident lessons learned into updated procedures. Properly bounded Al may help small
utilities perform recurring cybersecurity work more consistently. Final security decisions
should remain with responsible staff or managed service providers.?®

Table 2 translates these pathways into practical Al benefit classifications for water
utilities. The classifications do not claim that every small utility should adopt each type
of tool. Rather, they identify foreseeable benefit categories that can be evaluated
against the utility’s staffing, data, cybersecurity, vendor-management, and fallback
capacity.

25 Feliciano et al., 2021.
26 Cybersecurity and Infrastructure Security Agency, Environmental Protection Agency, & Federal Bureau
of Investigation, 2024e.
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Table 2. Al benefit classifications and water-sector relevance.

Benefit
Classification

Water-Sector Example

Administrative and
compliance
drafting

Al drafts a Consumer Confidence Report explanation, grant
narrative, board memo, permit summary, or public notice from
approved non-sensitive source records for human review.
Commercial examples include 1water.ai for CCR support and
Klir's Boots for utility-data questions.

Plain-language
customer and
public
communication

Al converts technical information into plain-language FAQs,
customer notices, translation drafts, meeting summaries, or
emergency-message templates that are reviewed by utility staff
before release.

Workforce training
and institutional
knowledge

Al summarizes standard operating procedures, maintenance
histories, training materials, shift notes, and lessons learned so
newer staff can more easily understand routine utility practices.

Utility records
search and
retrieval

Al helps staff ask natural-language questions about approved
records, inspections, work orders, compliance data, asset
records, or maintenance notes without manually searching
across disconnected files.

Maintenance and
operational-
planning
documentation

Al summarizes approved maintenance notes, inspection reports,
operator logs, service tickets, vendor manuals, and past work
orders to help staff prepare checklists, agenda items, draft
plans, or questions for human review.

Cybersecurity and
resilience
documentation

Al helps summarize logs for qualified review, draft incident
documentation, organize asset inventories, prepare tabletop
exercises, identify missing recovery information, and convert
after-action findings into updated procedures.

Together, these classifications show why generative and agentic Al should be evaluated
as capacity-building tools, not only as sources of risk. The practical question is whether
a proposed use helps the utility perform routine work more consistently without

expanding access to sensitive records, obscuring accountability, or moving Al closer to

operational control than the utility can safely govern.

10




Al and the Sustainability Gap: Incremental Adoption or Unmanaged
Drift

Al will not narrow or widen the water utility sustainability gap by itself. The effect
depends on how adoption occurs. For small and rural utilities, the safest and most
useful path is incremental adoption. It should treat generative and agentic Al as
capacity-building tools, not replacements for operators, engineers, cybersecurity
support, regulatory judgment, or accountable management. Utilities can begin with
narrow, low risk uses which help staff complete work they already struggle to manage.
Strategic selection of use cases can increase operational capacity and build the
governance needed to manage more sophisticated technologies, including agentic Al
that automates whole workflows.

This incremental approach can narrow the sustainability gap because it allows small
utilities to build usable administrative and technical capacity without immediately
exposing sensitive systems or creating new operational dependencies. A utility that
lacks a full-time compliance specialist, planner, communications officer, data manager,
or cybersecurity analyst may still use a well-controlled Al tool to prepare draft materials
for those functions. The benefit comes from reducing friction in routine work, improving
documentation, preserving institutional knowledge, and helping limited staff make better
use of outside expertise. These uses are most appropriate when the tool does not
receive customer records, credentials, system diagrams, cybersecurity details, or
nonpublic operational information. It should also have no access to OT. The output
should remain advisory, traceable, and checked against source records before it
becomes part of official utility work.

Al widens the gap when adoption occurs through unmanaged drift rather than deliberate
capacity building. Drift can occur when staff use public Al tools informally, a vendor
adds Al features through a routine software update, or an Al support channel becomes
part of process troubleshooting. It can also occur when a tool is adopted before the
utility understands its requirements and risks. These problems are especially important
for utilities with limited operational capacity because failure further constrains that
capacity. For example, an ungoverned reporting tool could create errors that increase
regulatory burden instead of building capacity.

The dividing line is not Al versus no Al. It is whether the adoption pathway fits the
utility’s capacity to govern the use. Al narrows the sustainability gap when adoption
starts with low-risk, reviewable uses and gradually builds the policies, contracts, staff
habits, records, and fallback procedures needed for more complex tools. Al widens the
gap when a tool handles sensitive records, cybersecurity workflows, vendor-access

11



processes, public communications, or OT-adjacent decisions before the utility can
manage the risk. Small utilities should not be pushed toward rapid Al adoption or left to
manage it alone. They need practical support that builds capacity first and delays
higher-risk uses until governance and safeguards are in place.

Policy Implications for Safe Al Adoption

The policy goal should be to make safe, incremental Al adoption easier than informal or
unmanaged adoption. Small and rural utilities should not be pushed toward advanced
automation before they can govern it safely. At the same time, they should not be left to
encounter Al one public chatbot, vendor feature, software update, or support tool at a
time. Policy should provide a deliberate adoption path that begins with bounded,
reviewable uses and postpones higher-risk applications until appropriate governance,
cybersecurity, vendor oversight, and fallback capacity are in place.

Policy guidance should direct utilities to evaluate proposed Al uses by function
and risk, not by product label. They should first identify what data the system uses
and how sensitive it is. They should then assess the system’s permissions, authority to
act, and proximity to OT. Finally, they should determine whether the utility can oversee
the vendor, provide adequate human review, meet records requirements, and continue
operating if the tool fails.

Low risk uses may be appropriate when they involve non-sensitive information, advisory
outputs, and meaningful human review. Higher risk uses require stronger controls and
more formal oversight. Applications that could affect OT control, chemical dosing, pump
operations, alarm response, cybersecurity actions, or vendor remote access should be
deferred unless they have been validated and governed. They also require logging and
tested manual procedures.

Public support should initially emphasize capacity-building uses rather than advanced
automation. Appropriate early applications include drafting and summarizing
documents, training support, data organization, and organizational planning that do not
require sensitive data, system access, or operational authority. These uses can provide
practical value while helping utilities build the governance habits needed for more
complex applications. They also reduce the likelihood that utilities learn Al governance
through unmanaged experimentation.

State agencies, associations, technical-assistance providers, federal partners, and
vendors should treat safe Al adoption as part of water-sector resilience policy. Their role

12



is to create shared support structures that capacity-limited utilities can use in practice.
These structures should include plain-language guidance, template procedures,
training, procurement support, technical assistance, cybersecurity exercises, and
access to qualified review.

Vendor governance should be a central part of that support. Many utilities will encounter
Al through billing systems, compliance platforms, asset-management tools,
cybersecurity products, customer-service platforms, or routine software updates. Before
those features become operationally important, vendors should explain what the Al
does and what data it uses. They should also describe data retention, activity logging,
and access controls. Vendors should disclose material model or feature changes,
provide practical disablement options, and explain how the technology connects to other
systems. They should identify whether failures, updates, or automated actions could
affect related workflows, data, or operational functions.

A Texas Perspective: Rural Water Infrastructure, Al Governance, And
Regional Resilience

Texas illustrates how geography, dispersed infrastructure, uneven capacity, drought
pressure, local dependence on small utilities, and broad resilience needs can turn a
local cyber or Al-governance failure into a regional concern. It also shows why the issue
belongs in homeland-security and resilience discussions, not only technology
governance. The state combines large geography, population growth, drought pressure,
agricultural dependence, and many small or dispersed communities. The Texas Water
Development Board adopted the 2022 State Water Plan after projecting substantial
long-term growth and future water-supply needs. The Texas Comptroller similarly
framed the plan as central to statewide economic and community resilience.?’

Rural water and wastewater resilience in Texas affects public health, emergency
response, agriculture, local employers, environmental compliance, and community trust.
The April 2024 South Plains incidents, including the Muleshoe water overflow event,
show how even limited disruptions can become regional confidence and emergency-
management concerns.?8

Texas also shows how the “rural-does-not-always-mean-insecure” qualification can
guide support. Some communities have strong operators, mutual-aid ties, and

27 Texas Comptroller of Public Accounts, 2022; Texas Water Development Board, 2021.
28 Associated Press, 2024; KCBD, 2024.
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responsive vendors. Others need regional assistance. The Texas Water/\Wastewater
Agency Response Network (TXWARN) already supports statewide preparedness,
response, and mutual aid. State operator-support structures could extend that model to
Al and cybersecurity training and tabletop exercises.?

Table 3. Texas resilience impacts and practical support models.

Resilience Potential Al / Cyber Practical Texas
Concern Consequence Relevance Support Model
Unsafe water, Al-generated Templates,
Public health service disruption, Zﬁﬁ'ncriiﬁés maybe | SVieW
’ incidents. P 9
Reduced fire Al-assisted incident Regional tabletop
. support may :
Emergency suppression, . exercises and
: misread data or :
response hospital support, or omit manual mutual-aid
shelter operations. integration.

fallback needs.

Shared managed

Livestock, Vendor or remote- : :
. . : security services
Agriculture and processing, access compromise | -4 oo
local economy irrigation, and small can affect local vendor
industry disruptions. | continuity. requirements.
Rumor, Al-generated Public-

misinformation, or

impersonation or

communication

Public trust loss of confidence confusing playbooks and
after a cyber messages can callback
incident. worsen trust. verification.
Some Utl|ll’[IeS can One-size-fits-all Al Tiered Al policy

Uneven govern Al; others . : templates and

. . policy misses local .
capacity need practical association-led

assistance.

conditions.

training.

2 Texas Water/Wastewater Agency Response Network, n.d.; Texas Commission on Environmental

Quality, 2026.
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PRACTICAL APPLICABILITY / RECOMMENDATIONS

For an individual utility, the first practical step is to create an inventory of use cases
before formally or informally deploying a generative or agentic Al tool. The inventory
should cover public tools, informal staff uses, vendor-provided features, Al support
channels, and Al functions embedded in existing software. Its purpose is to identify
where Al might safely build administrative, cybersecurity, and governance capacity
before it affects sensitive records, cybersecurity workflows, public communications,
vendor access, or operational technology.

The inventory should begin with a first-pass risk classification. The utility should ask

simple questions before placing each potential use case into the framework in Table 4.

What task would the tool support? What capacity problem would it help solve? What
data would it need? Who would review the output? What could go wrong if the output
was incomplete, misleading, unavailable, or compromised? All candidate uses should
meet basic cybersecurity hygiene requirements. Public or poorly governed Al tools
should not receive login credentials, customer records, security details, emergency
plans, or nonpublic operational information. Early candidates should have clear action
boundaries, human-reviewable outputs, and no access to critical systems, OT
environments, security diagrams, or sensitive utility data.
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Table 4. Use-case classification framework for generative and agentic Al.

Risk Stop
Level Example Uses Required Controls Unless...
The tool is not
. , . Human review; no exposed to
Drafting .p.Ub“C notices; sensitive data entry; no | customer,
L summarizing non- : )
ow sensitive policies: training reliance on legal, safety, | security,
outlines; board m,aterials or operational credential,
’ " | decisions. emergency, or
OT data.
Grant writing; compliance | Human review; ':\esegiz?ble can
Moderate drafts; maintenance approved data sources; veri?‘y Source
erjer]?tr:anes; procurement trfaci(rzirr?keepmg; staff material and final
) 9 content.
e . | Access mis oupt | ety seltor
. o logging; expert review; 9 J SUpp
High access support; network ) ) can review
documentation; incident vendor controls; testing outputs and
o outside production. puts
communications. permissions.
Pump operations; Formal validation; T:]Oei/gtlslgecan
chemical dosing; alarm human approval; OT 2 eration
Critical response; PLC/HMI isolation; change Iop in ’
recommendations; management; manual diggblg;nent and
automated OT actions. fallback. ’
recovery.

After classifying a use case, the utility should decide whether it is ready for adoption. A
simple readiness test is whether the proposed Al use can be explained in one page.
The utility should be able to identify who is responsible for the tool, what data it uses,
what task it supports, and who reviews the output. It should also state what records are
kept and what fallback plan will be followed if the tool fails. If these questions cannot be
answered, the use case is not ready for safe adoption or deployment.

As the utility collects and prioritizes its Al use cases, it will need a simple way to answer
readiness questions consistently. That is the essence of an Al governance system. A
small utility does not need a sophisticated Al governance program on day one. It needs
a starter package that makes safe adoption repeatable. At minimum, that package
should help the utility identify approved uses, define permitted data, assign human
review, evaluate vendor conditions, preserve OT-control boundaries, and document
fallback procedures. Table 5 identifies the core support roles and practical outputs that
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can help small utilities build that starter package without having to design it from

scratch.

Table 5. First steps for supporting safe Al governance in small utilities.

Stakeholder First Practical Action Purpose Output
State agencies | Provide a starter Al Give small utilities a Model Al-use policy; use-
and water governance and practical way to case inventory template;

associations

adoption package.

identify, screen, and
govern Al uses.

risk worksheet; training
module; tabletop scenario.

State Provide model rules | Help utilities set Data-entry rule identifying
agencies, for safe Al use. minimum boundaries | prohibited inputs,
associations, before Al tools including customer,
or technical- become routine. credential, cybersecurity,
assistance OT, emergency, and
providers vendor-access
information.
State Provide model Preserve human Human-review rule for
agencies, review and responsibility for public communications,
associations, accountability safety, compliance, compliance submissions,
or technical- procedures. cybersecurity, public cybersecurity decisions,
assistance communication, and procurement, vendor
providers operations-adjacent access, and operations-
decisions. adjacent work.
State Provide vendor- Help utilities evaluate | Vendor-review checklist;
agencies, review language for | data use, retention, contract language; data-
procurement Al-enabled tools. access, logging, use summary; retention
offices, and feature changes, and | terms; logging description;

associations

disablement before
purchase, renewal, or
activation.

disablement procedure.

Federal Fund Al governance | Scale training, Grant language; technical-

partners startup support technical assistance, assistance guidance;
through rural water exercises, and expert | exercise scenarios;
cybersecurity and review. shared support models.
resilience programs.

Vendors Provide plain- Prevent hidden Al Al feature description;
language Al features, unclear data | data-use terms; retention
deployment practices, and unsafe | terms; access-control
documentation defaults. documentation; logging

before purchase,
activation, renewal,
or feature update.

description; disablement
procedure.
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Stakeholder First Practical Action Purpose Output
Cybersecurity Review Al tools that | Prevent new security | Security review notes;
partners touch logs, network | dependencies that access recommendations;

documentation, exceed utility logging requirements;
remote access, capacity. escalation process.
incident response,
or other security
workflows.
Utility Document OT- Keep Al away from OT-control policy; manual-
managers, control and fallback direct OT control fallback plan; one-page
operators, and | boundaries for unless rigorously deployment record for
support approved use cases. | validated and each approved use case.
partners preserve service
continuity if the tool
fails.
CONCLUSION

Generative and agentic Al will enter a water sector already marked by uneven
operational capacity. Larger utilities are more likely to have the staff, expertise,
cybersecurity maturity, and vendor-management capacity to adopt new tools safely.
Many small and rural utilities face similar operational, compliance, communication,
cybersecurity, and recovery demands with fewer resources. Al can therefore multiply
both capacity and risk. Its effect on the sustainability gap will depend on whether
adoption reduces existing constraints or adds new ones.

Al can help narrow the gap when adoption is incremental, bounded, and governed. Low
risk uses can reduce staff burden without giving Al control over essential services or
operational decisions. They can support drafting, records organization, grant
applications, compliance summaries, training materials, and routine documentation.
These uses can also build the governance practices needed for safer adoption. Each
successful use case can strengthen the utility’s ability to evaluate and manage the next

one.

Al can widen the gap when adoption occurs through unmanaged drift. Public tools,
vendor updates, cybersecurity products, asset-management systems, or operator-facing
decision aids may become important before the utility has reviewed their risks. The
utility may not know what data the tool receives, what decisions it influences, who
reviews its outputs, or how work continues if it fails. The dividing line is deliberate
adoption versus unmanaged adoption.
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Small utilities can begin without a sophisticated Al governance program. They can
identify current and proposed uses, classify risk, and prioritize the safest high-value
candidates. For each selected use case, they should limit sensitive data and operational
exposure, preserve human accountability, review vendor terms, and maintain fallback
capacity. Supporting organizations should provide templates, procurement language,
training, cybersecurity exercises, and technical assistance suited to small and rural
systems.

For Texas and similar states, safe Al adoption is also a resilience issue. Small water-
system disruptions can affect public health, emergency response, agriculture, local
economies, environmental compliance, and community confidence. Al supports
resilience when it helps utilities plan, communicate, comply, maintain systems, manage
vendors, and recover from incidents. Policy should make safe adoption easier than
unmanaged drift. With practical support, Al can narrow the sustainability gap and
strengthen resilience across dispersed water systems. Without it, Al may amplify the
existing capacity divide.
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