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ABSTRACT

Red-team workflows are fragmented across many tools and require operators to translate high-
level goals into system-specific command sequences. Large language models (LLMs) provide a
promising interface for planning and command generation, but practical use still requires
execution control, interactive tool support, traceability, and safety checks. This paper presents
PenGPT, a prototype framework for LLM-guided red-team automation. PenGPT converts a user
task into structured command actions, validates proposed steps, executes commands in persistent
Linux or Windows shell sessions, supports interactive tools such as Netcat and Metasploit-style
workflows, and augments prompts with a Neo4j-backed cybersecurity knowledge graph. We
describe the system architecture and report preliminary case studies on password cracking, initial
access, and exploitation-oriented workflows in an isolated virtualized lab. The results show that
PenGPT can complete representative multi-step tasks while preserving operator oversight and
execution traceability. We position PenGPT as a prototype and discuss current limitations,
including the lack of large-scale quantitative evaluation and the need for stronger safety
enforcement beyond pattern-based filtering.

Index Terms—Tlarge language models, red teaming, penetration testing, autonomous agents,

command generation, cybersecurity automation
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I. INTRODUCTION

Red teaming and penetration testing remain labor-intensive because operators must decompose
high-level goals into tool-specific commands, interpret outputs, and adapt their workflow to the
target environment. Even common engagements may require several utilities, such as network
scanners, exploitation frameworks, and credential recovery tools, each with different interfaces
and assumptions. This fragmentation creates a barrier for new practitioners and slows down
experienced analysts when tasks require repeated context switching across tools and operating
systems.

Recent large language models (LLMs) have shown strong capability in code and command
generation, structured reasoning, and task decomposition. These properties make LLMs
attractive as planning interfaces for cybersecurity workflows. However, command generation
alone is not enough for practical red-team automation. An operational system must maintain
execution state, support interactive command-line tools, validate unsafe or incompatible

commands, and preserve logs for later review.

This paper presents PenGPT, a prototype framework for LLM-guided red-team automation.
PenGPT accepts a high-level user objective, retrieves task-relevant context from a cybersecurity
knowledge graph, prompts an LLM to produce structured command actions, validates those
actions, and executes them in persistent shell sessions. The system supports both ordinary shell
commands and interactive sessions, while keeping human oversight in the loop when manual

input or authorization is needed.

Rather than claiming a fully validated autonomous penetration testing system, we frame PenGPT
as a prototype intended to explore how LLMs can coordinate red-team workflows under operator
oversight. In this version, we emphasize the architectural elements that matter most in practice:
persistent execution state, structured command generation, support for interactive tools,

lightweight safety checks, knowledge-grounded prompting, and detailed session logging.



II. RELATED WORK

Existing LLM-assisted command and agent systems span at least three relevant categories. The
first category focuses on command translation. ShellGPT maps natural-language requests to shell
commands and is effective for single-command assistance, but it does not maintain execution
state or perform end-to-end task execution. The second category focuses on penetration-testing
planning agents. PentestGPT decomposes a task into subgoals and maintains a structured
reasoning loop, but it still relies on human oversight for execution and does not emphasize
persistent shell management or built-in safety validation. The third category consists of general-
purpose autonomous agents such as Auto-GPT, which demonstrate plan-and-execute loops but

are not grounded in cybersecurity-specific tool knowledge and may drift from task objectives.

PenGPT combines several capabilities that are usually separated across these systems:
cybersecurity-oriented planning, persistent shell execution, support for interactive tools,
lightweight command validation, and detailed trace logging. Table 1 summarizes the qualitative

differences.
TABLE 1
QUALITATIVE COMPARISON OF RELATED LLM-DRIVEN TOOLS
Feature Shell GPT PentestGPT Auto-GPT PenGPT
Task planning Limited Multi-step General loop Cyber-task loop
Persistent shell No No Limited Yes
Interactive tools No Limited Limited Yes
Safety validation =~ No No No Pattern-based
. . . . Cyber knowledge
Domain grounding Generic Pentest context Generic araph
Trace logging Minimal Structured state  Memory/file Detailed logs




III. PENGPT DESIGN

A. Architecture Overview

PenGPT follows a plan-and-execute
design. A user submits a task such as
password cracking or initial access. The
system retrieves relevant context from a
Neo4j-backed knowledge graph, builds a
system prompt, and queries an LLM to
generate either ordinary shell commands
or an interactive-session specification.
Each proposed action passes through a
command validator before execution.
Standard commands are executed in a
persistent Linux or Windows shell, while
interactive commands are delegated to a
dedicated tool handler. Command outputs
and return information are then fed back
into the loop so that the model can

continue, revise, or terminate the task.

B. Structured Action Generation
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Fig. 1: Simplified PenGPT architecture

The LLM is prompted to emit outputs in a strict machine-readable form. Standard commands are
placed between [CMD-START] and [CMD-END] markers, while interactive tasks are

represented as JSON-like blocks containing the tool name, command sequence, and prompt

configuration. This structure simplifies parsing and reduces ambiguity in downstream execution.



[CMD-START)

{"type":"interactive", "tool":"msfconsole",

"commands": ["use exploit/...", "set RHOST {{TARGET_IP
} }n, "exploit"] ,

"config":{"exit_command":"exit",

"tool_prompts":["meterpreter >"]}}

[CMD-END]

Fig. 2: Compact example of an interactive-session specification.

C. Persistent Execution and Interactive Tool Support

Persistent shell execution is central to PenGPT. On Linux, the framework uses Pexpect; on
Windows, it uses Wexpect. This design preserves session state across commands, which is
important for workflows that depend on shell context, temporary files, or an interactive exploit
session. For tools such as nc, Sqlmap, and Msfconsole, the interactive handler monitors prompts,

sends follow-up commands, and captures the session transcript for later analysis.

D. Knowledge-Graph Augmentation
Before invoking the LLM, PenGPT queries a Neo4j knowledge graph populated with curated

tool names, tactics, commands, CVEs, and usage relationships. Retrieved nodes are summarized
and appended to the system prompt. This graph-augmented prompting follows a retrieval-
augmented generation pattern and is intended to reduce unsupported or obsolete suggestions by

grounding the LLM in task-relevant cybersecurity context.
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Fig. 3: Example knowledge-graph view used to ground PenGPT prompts.



E. Execution Loop

At runtime, PenGPT alternates among planning, validation, execution, and observation. A user
prompt is first normalized into a task context that includes the operating system, selected tool
category, and any provided parameters such as target host or file path. The LLM then proposes
the next action in a structured format. After validation, the execution engine runs the action and
captures return information, output text, and prompt state. These observations are appended to
the running context so that the next LLM call can reason over both prior actions and the most
recent system response. This loop is designed to support incremental recovery from failed
commands, preserve shell state across steps, and make each transition auditable in the saved

session log.

The explicit separation between planner, validator, and executor also reduces ambiguity in
failure handling. Instead of allowing the model to free-form narrate a full attack chain, PenGPT
only accepts bounded action proposals that can be parsed and checked before execution. In
practice, this design makes the system easier to inspect and reduces the risk that an unsupported

or malformed response is executed directly.

F. Validation, Human Oversight, and Logging

PenGPT applies a lightweight command validator before execution. The current validator checks
for dangerous command patterns and operating-system mismatches, such as invoking Linux
package-management commands in a Windows session. The system also supports a [HUMAN-
ACTION] tag so that the LLM can explicitly request operator input or authorization when

automation should pause.

All LLM responses, executed commands, outputs, return information, and user interventions are
logged. PenGPT stores both human-readable logs and structured JSON session files to support

replay, auditing, and error analysis.



IV. PROTOTYPE EVALUATION

A. Experimental Setting

The prototype was exercised in an isolated virtual lab consisting of Linux and Windows virtual
machines. The framework was implemented in Python using LangChain, GPT-4.1 for primary
command generation, Pexpect/Wexpect for shell management, and Neo4;j for knowledge-graph
retrieval. The goal of this evaluation was not to benchmark large-scale autonomous exploitation,

but to confirm that the end-to-end architecture works across representative multi-step scenarios.

B. Case Study 1: Password Cracking Workflow

In the first scenario, the user requested a password-cracking task against a password-protected
ZIP file in a Linux environment. PenGPT generated a short two-step workflow: extract the ZIP
hash with zip2john, then run john with a wordlist. The system validated the commands, executed
them in a persistent shell, and fed outputs back into the loop. The task completed successfully

when the password was recovered.

This scenario illustrates that PenGPT can translate a high-level task into a concise multi-step

plan, maintain execution context, and terminate correctly after observing task completion.

C. Case Study 2: Initial Access Through Interactive Shell Use

In the second scenario, the user requested access to a Linux target in the isolated lab. PenGPT
first proposed reconnaissance with Nmap and then selected an interactive nc session after
observing an exposed bind shell. The interactive tool handler opened the session, detected a shell
prompt, and returned the transcript to the reasoning loop. The task was marked complete after

confirming root-level access.

This case shows the value of persistent execution and prompt-aware interactive handling, which

are not well supported by simple single-command translators.

D. Observed Strengths and Failure Modes

Across the prototype runs, several patterns were consistent. First, persistent shell state simplified
multi-step tasks that depend on intermediate files, live sessions, or previously established
context. Second, the structured output format made it easier to distinguish executable content
from model explanation. Third, the logging pipeline provided enough detail to reconstruct why a
run succeeded, stalled, or required a human checkpoint.



The prototype also exposed current weaknesses. Some command proposals still required repair

after encountering environment-specific issues such as path assumptions, tool availability, or

prompt timing. Interactive sessions were more reliable when the downstream prompt was

predictable; noisy or unusual shells remain harder to manage robustly. Finally, because the

current evaluation focuses on a small lab, the paper cannot yet quantify how these behaviors

would scale to broader tool coverage or more complex network settings.

E. Case Study 3: Tool-Oriented Exploitation Flow

A third scenario used reconnaissance
results to select a vulnerable service
and propose an exploitation
workflow through an interactive
framework. The run demonstrates
that PenGPT can switch from
standard commands to interactive
tool usage inside one task while
retaining the command history and

operator visibility.

Across these case studies, PenGPT
consistently preserved execution
traces and operator checkpoints.
Figure 4 shows representative
screenshots from the prototype runs,
including successful password
recovery, interactive shell access,
and an exploitation-oriented
workflow. However, this evaluation
remains preliminary: the current
paper does not report large-scale
task-success statistics, latency
distributions, or comparisons against

other systems.

Al proposes to execute the following command:
>>».John --wordlist=/usr/share/wordlists/rockyou.txt /tmp/zip_hash.txt
Do you want to execute this command? (yes/no/modify/save/exit/new_request):

yes

Executing command: john --wordlist=/usr/share/wordlists/rockyou.txt
/tmp/zip_hash.txt

(a) Password crack result

* Executing:
nc
(Usi t for int i tool on)
DEBUG: Sending interactive tool 'nc 192.168.177.134 1524' to existing persis
tent shell.
* *Executing interactive tool command within persistent shell: nc 192.168.17
7.134 1524
nc 192.168.177.134 1524
root@metasploitable:/f —M8 M
! (Before Prompt/Error)

Tool prompt detected. Sending automated commands...

—— Entering live interactive session. —
Type '{ctrl}' to return to the main script. Type 'exit' within the tool to e
xit it.

s
bin
boot

(b) Interactive shell result

> Entering new AgentExecutor chain...

Thought: Based on the nmap scan results, the vsftpd 2.3.4 service is vulnera
ble to a known backdoor (exploit/unix/ftp/vsftpd_234_backdoor). I will use e
msfonsole to launch this exploit against the target to attempt initial acces
S.

Final Answer: [CMD-START]
f

nteractive”,
sfconsole”,
"commands": [
"use exploit/unix/ftp/vsftpd_234_backdoor”,
"set RHOSTS 192.168.177.134",
"set RPORT 21",
"run"
1,
"config": {
"startup_args": q",
"tool_prompts”: ["msfé >", "msf5 >"]

s

[cmp-END]

This will attempt to exploit the vsftpd backdoor on port 21 and gain a shell
if successful.

(c) Exploitation result

Fig. 4: Representative prototype
results from the case studies.



V. DESIGN IMPLICATIONS FOR LLM-ASSISTED RED
TEAMING

The prototype suggests several broader design implications for LLM-assisted offensive-security
workflows. First, command generation should be treated as only one component of a larger
control loop. In operational settings, the important problem is not merely producing a plausible
command, but deciding when that command should be executed, how its outcome should be
interpreted, and how the next step should depend on both tool output and environmental
constraints. Persistent execution state and explicit observations are therefore as important as

model quality.

Second, support for interactive tools is essential. Many practical red-team tasks rely on shells,
exploitation frameworks, or menu-driven utilities that cannot be represented as isolated one-shot
commands. A useful automation framework must therefore handle prompt detection, sequential
input, and the transition between automated and operator-driven interaction. This requirement is
easy to overlook in purely text-based evaluations, but it strongly affects whether an LLM agent is

usable in practice.

Third, grounding and traceability should remain first-class concerns. The knowledge graph in
PenGPT is lightweight, but it illustrates how structured cybersecurity context can constrain the
planning space and help the model produce more relevant steps. Similarly, detailed logs matter
not only for debugging, but also for accountability. When a workflow spans several model calls
and multiple tools, post hoc reconstruction becomes necessary for both research evaluation and

responsible use.

These observations reinforce the paper’s main position: the near-term value of LLMs in red-team
automation lies less in full autonomy than in well-structured human-supervised orchestration.
Systems such as PenGPT can help organize reasoning, maintain execution state, and reduce
repetitive operator effort, but they should still be evaluated as controlled prototypes rather than
fully trustworthy autonomous testers.



VI. LIMITATIONS AND ETHICAL CONSIDERATIONS

PenGPT is a prototype, and several limitations remain. First, the evaluation is based on
illustrative case studies rather than systematic benchmarking, so the results should be interpreted
as proof of feasibility rather than proof of superiority. Second, the current validator is pattern-
based; it can catch obvious destructive commands or OS mismatches, but it is not a complete
safety solution. Third, the experiments were conducted in a small, isolated virtualized

environment and do not establish robustness in larger or noisier enterprise networks.

The framework is intended only for authorized security testing and controlled educational or
research settings. For that reason, human oversight is preserved in the loop, manual interventions
are logged explicitly, and the system is designed to pause when the task requires operator

confirmation.

VII. CONCLUSION

This paper presented PenGPT, a prototype framework for LLM-guided red-team automation.
PenGPT combines structured LLM prompting, knowledge-graph augmentation, persistent shell
execution, interactive tool support, lightweight validation, and detailed logging in a single
workflow. Preliminary case studies show that the prototype can complete representative multi-

step tasks in an isolated lab while maintaining operator oversight and execution traceability.

Future work will focus on quantitative evaluation, stronger command-safety enforcement,
broader scenario coverage, and direct comparison with existing LLM-based command and
planning systems. Another important direction is improving interactive-session robustness
through stronger prompt detection, richer tool adapters, and replay-based testing across diverse

lab configurations.
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