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Abstract 

Scholarly attention increasingly has focused on the importance of “unintentional insider 

threats” where well-intentioned individuals operating within an organization inadvertently 

facilitate a cyberattack from an outsider. These unintentional insider threats are 

sometimes linked to “security fatigue,” which is defined as a gradual decay in sensitivity 

toward potential security risks. Although personnel may initially follow good security 

practices, they can drift into a mode of complacency and disillusionment in which they 

undervalue their own role in risk mitigation or perceive the future threat as either 

inevitable or highly unlikely. In hospitals and healthcare facilities, the staff responsible 

for helping to prevent data breaches are especially susceptible to security fatigue due to 

workload demands. In this report, I discuss the concept of security fatigue, describe its 

key inputs and contributing factors, and explain how it may be understood in light of the 

social-psychological literature on information processing, decision-making, and 

compliance with various rules and policies. Additionally, I review the literature on the 

consequences of security fatigue in healthcare settings, emphasizing how human 

factors can undermine the cybersecurity infrastructure designed to protect patient data. 

Finally, I identify some potential mitigation strategies that hold promise for reducing 

security fatigue among healthcare personnel.  

 

Keywords: Security fatigue, healthcare, decision-making, cybersecurity, information 

technology 
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Introduction 

The functioning of the modern healthcare structure in the United States is highly 

dependent on technology, and the electronic systems used to collect, store, and share 

confidential patient records are vulnerable to cyberthreats (Martin et al., 2017; Tully et 

al., 2020). These attacks against hospitals have tripled in the last decade, and more 

than 42 million patients have had their private data rendered vulnerable by ransomware 

attacks (Alanzi, 2023; Wasserman & Wasserman, 2022). Patient records are very 

valuable and thus are frequently targeted by malicious actors (Coventry & Branley, 

2018; Neprash et al., 2022; Williams et al., 2020), with healthcare facilities representing 

the victims of 24% of all cyberattacks (Argaw et al., 2020). One recent report revealed 

that nearly 90% of healthcare institutions have experienced such an attack (Reeves, 

2024)—an estimate that has stayed consistent since 2014 (Perakslis, 2014). Rural 

hospitals and those using outdated equipment are particularly at risk (Ewoh & 

Vartiainen, 2024; Neprash et al., 2024; Sullivan et al., 2023), though even large hospital 

networks located in urban centers can experience data breaches (Cornejo, 2025). 

Successful cyberattacks require a point of entry, and mitigation and prevention efforts 

typically prioritize closing these vulnerabilities by strengthening firewalls and updating 

hardware and operating systems (Allen, 2024; Ghayoomi et al., 2021). While protecting 

against external threats via these methods is crucial, scholarly attention increasingly 

has been directed toward understanding “insider threats” to information security (Choi et 

al., 2018), as more than 50% of data breaches—and often the most damaging of these 

events—originate from an actor within the institution (Lee, 2022). Conventional 

definitions of who or what might be an insider threat primarily call attention to malicious 

actors motivated to commit deliberate acts of sabotage against an organization, with 

these events sometimes described as a form of workplace violence (Costa, 2017). 

However, experts also emphasize the importance of so-called “unintentional insider 
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threats,” where well-intentioned individuals operating within an organization can 

inadvertently facilitate an attack from an outsider. A report from the CERT Insider Threat 

Team (2013) defines this concept in the following way: 

An unintentional insider threat is (1) a current or former employee, contractor, or 

business partner (2) who has or had authorized access to an organization’s network, 

system, or data and who, (3) through action or inaction without malicious intent, (4) 

causes harm or substantially increases the probability of future serious harm to the 

confidentiality, integrity, or availability of the organization’s information or information 

systems. (p. 2) 

Unintentional insider threats to cybersecurity are typically the result of human factors, 

which are especially relevant in a hospital setting given the heavy cognitive load 

shouldered by healthcare staff (Burrell, 2024; Nifakos et al., 2021; Willing et al., 2021). 

Furnell and Thomson (2009) introduced the concept of “security fatigue” to describe the 

gradual decay in sensitivity to security threats that occurs when people are required to 

implement proactive risk-mitigation measures that they do not fully understand or 

appreciate. Although some individuals “simply disregard security or cannot be bothered 

with it at all,” security fatigue is different in that it occurs when people “have actually 

been following good practice and then drift (or completely switch) into a mode in which 

they become tired or disillusioned with it” (p. 7). Furnell and Thomson (2009) also 

suggest that “there is a threshold at which it simply gets too hard or burdensome for 

users to maintain security” (p. 7), and once people reach this saturation point they 

become accustomed to the enduring presence of potential threats such that they are no 

longer motivated to engage in preventative action (see also Norton et al., 2025; Viseu et 

al., 2004). Security fatigue can be exacerbated when personnel underestimate the 

severity of the threat, perceive the issue as low priority, have not fully embraced their 

own personal role in maintaining security, or view such efforts as someone else’s 

responsibility (Cram et al., 2021; Furnell, 2010, 2021). As Stanton et al. (2016) explain: 
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We define fatigue as a type of weariness, a reluctance to see or experience any more of 

something. When these feelings are related to security, we use the term security 

fatigue. Although other factors might be included in security fatigue, including vigilance 

and loss of control, this article focuses on the role that decision fatigue plays and the 

affective manifestations resulting from it. This weariness often manifests as resignation 

or a loss of control in people’s responses to online security. People are told they need to 

be constantly on alert, constantly “doing something,” but they are not even sure what 

that something is or what might happen if they do or do not do it. (pp. 1-2)  

 

Problem Statement and Research Objective 

This report has four primary goals. 

• First, I define and discuss the concept of security fatigue. 

• Second, I explain how it may be better understood in light of the social-

psychological literature on information processing, decision-making, and 

compliance with regulations, policies, and norms. 

• Third, I review the literature on the consequences of security fatigue in 

healthcare settings, highlighting the types of cyberattacks in which human factors 

are exploited with the goal of undermining the security infrastructure designed to 

protect patient data. Finally, I conclude by drawing on prior research that 

identifies some mitigation strategies that might help reduce security fatigue 

among healthcare personnel and minimize its harmful effects. By integrating 

scholarship across multiple fields, this report aims to be an informational 

resource for policymakers, professionals, and members of the public. 
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Defining And Understanding “Security Fatigue” 

Security fatigue occurs when individuals’ desire to contribute to workplace security is 

depleted over time, leading them to devalue their own role in security and deprioritize 

cybersecurity protocols in favor of more pressing tasks (Furnell, 2021; Reeves et al., 

2021; Stanton et al., 2016). Although a gradual increase in apathy toward security 

concerns and protocols is often attributed to IT personnel (Bhana & Ophoff, 2023; 

Nobles, 2022), the phenomenon extends far beyond this population. Additionally, 

security fatigue should not be confused with defiant non-compliance among users 

whose dissatisfaction with working conditions or management manifests as resentment 

toward organizational security (Hwang et al., 2017; Norton et al., 2025). As Cram et al. 

(2021) explain: 

In a work context, employees who experience security fatigue and engage in non-

compliant security behavior for this reason are distinct from those employees who 

consistently ignore or refuse to comply with security policies. Rather, security-fatigued 

employees may have at one time been very inclined to comply with security policies, 

and may still be, but strict compliance is less likely for these employees due to their 

fatigued state (Furnell & Thomson, 2009). Simply put, these employees are weary of, 

and worn out by, the demands imposed by security policy requirements, which can have 

negative consequences for organizational information security efforts. (p. 522) 

Although security fatigue is a clear example of a “human factor” that may compromise 

cybersecurity efforts, to describe it only as a weakness of individual decision-makers is 

counterproductive. Instead, security fatigue is better understood as a form of decision 

fatigue that occurs when cognitive resources are depleted (Stanton et al., 2016). In this 

way, security fatigue represents systematic challenge in an organizational context 

where demands on users’ mental faculties are already high (Khadka & Ullah, 2025; 

Nobles, 2022; Reeves et al., 2021). Healthcare providers in particular experience 
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significant fatigue and burnout, which can lead to the unintentional actions that render 

hospital information systems vulnerable to cyberthreats (Burrell, 2024; Nifakos et al., 

2021; Wasserman & Wasserman, 2022). However, Stanton and colleagues (2016) 

argue that security fatigue also affects members of the public, informing how average 

users perceive online security risks and take action to protect themselves. In this way, 

security fatigue is not restricted to any specific population, as it generally occurs “when 

individuals are asked to make more decisions than they can process” and thus feel “a 

sense of resignation and a loss of control” (Stanton et al., 2016, p. 4). 

Furnell and Thomson (2009) describe three key inputs to security fatigue: (1) effort, (2) 

difficulty, and (3) importance. Effort relates to the requirements of the security protocol 

for the user to achieve compliance; some efforts remain fixed and consistent over time, 

while other activities are increasingly demanding for users (e.g., the task of 

remembering an ever-growing list of unique passwords). Difficulty refers to the ease 

with which the user can deliver the required effort, thus signifying “how the security 

concept has been realized in practice” (Furnell, 2021, p. 2289). Finally, importance is 

defined as “how the user perceives and prioritizes the need to secure a given asset,” 

which “reflects their motivation to keep going despite effort and convenience issues of 

the related controls” (Furnell & Thomson, 2009, p. 9). Notably, the difficulty and 

importance of a task can be driven by a variety of individual- and organizational-level 

influences, including users’ understanding of the technology and the extent to which an 

organizational culture prioritizes security. Moreover, these three inputs are 

interrelated—the fatigue-inducing effects of effort and difficulty amplify and reinforce 

each other, and these forces are reduced when importance is higher: 

Security Fatigue = 
(Effort × Difficulty)

Importance  

Furnell (2021) further describes six specific factors that contribute to security fatigue via 

their effects on perceived effort and difficulty. These factors are (1) repeated warnings 
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about threats that users rarely see; (2) repeated and/or time-consuming actions that are 

required of users in the name of security; (3) the required use of security controls and 

processes with an unclear purpose or benefit; (4) being confronted with complicated or 

unintelligible security technologies; (5) the required use of multiple security methods 

and mechanisms on different systems and devices that seek to achieve the same goal; 

and (6) experiencing a high volume of security-related encounters during routine, day-

to-day use of devices and services. Building on these ideas, Nobles (2022, pp. 56-57) 

identifies 13 subtypes of security fatigue that users of information systems might 

experience, including cognitive fatigue (i.e., “a state of mental fog” that stems from 

“exceeding one’s mental acumen with strenuous or high attentional demands and 

activities for an extended period”), password fatigue, regulatory fatigue (i.e., originating 

from “maintaining strict compliance with increasing mandated laws in fear of being non-

compliant”), alarm fatigue, and training fatigue. 

The Social Psychology of Security Fatigue 

To better understand the phenomenon of security fatigue, it can be informative to frame 

it within the scholarly literature on compliance generally. Encouraging individuals to 

conform to the requirements of policies, regulations, and other norms is a long-standing 

problem within organizations (e.g., Cialdini & Goldstein, 2004; Jancsics et al., 2023; 

Zadeh & Haggerty, 2023), and a variety of potential barriers to compliance have been 

emphasized in the literature (Makkai & Braithewaite, 1991; Martinez-Moyano et al., 

2014). Such barriers may include insufficient or uncertain incentives, ineffective 

monitoring and enforcement, lack of information or experience, restricted autonomy, 

cognitive and decision-making limitations, and various attitudinal and belief-related 

influences (Weaver, 2014). Importantly, while compliance is a crucial part of a 

functioning bureaucracy and violating norms and regulations can have disastrous 

consequences, non-compliance is far from rare (see, e.g., Coleman, 1987; Martin et al., 

2013; Palmer, 2012). As Jancsics et al. (2023) explain:  
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Rank-and-file employees as well as managers in public, nonprofit, and private 

organizations break minor or more serious rules on a daily basis, and often whole 

organizations are noncompliant with government regulations. Scholars have argued that 

such rule breaking is not an abnormal condition at all but rather constitutes the essence 

of everyday bureaucratic routine. (p. 1274) 

In some contexts, widespread non-compliance may suggest that a directive is 

problematic and needs to be revisited, and “constructive non-compliance” (Tsai, 2015) 

can even be a driver of institutional reform (Feige, 1999; Gofen, 2015; Schnelle, 2025). 

The role of fatigue as a source of non-compliance has been studied extensively (Ada et 

al., 2025; Millington et al., 2022), and cybersecurity-related fatigue in particular has 

received considerable attention among experts in recent years (Burkitt & Hutabarat, 

2023; Cram et al., 2021; Khadka & Ullah, 2025; Norton et al., 2025). Further, research 

evidence suggests that compliance cannot be improved through training alone. The 

amount of cybersecurity training that an employee has had is only weakly associated 

with their competence in handling a real-world cyberthreat (Pattinson et al., 2016), and 

more frequent training is sometimes associated with reduced risk awareness (Parsons 

et al., 2013). Because security fatigue is not a technical failure but instead is a social-

psychological response to security-related training and concerns, some insights about 

human cognition, emotion, and decision-making from multiple social science disciplines 

can be insightful. Importantly, some of the scholarship in this area (e.g., Reeves et al., 

2021) introduces several additional concepts and distinguishes between sources of 

fatigue (i.e., action vs. advice), though providing a comprehensive framework that 

incorporates these elements is beyond the current scope. 

The first key concept is bounded rationality, which relates to limitations in the amount of 

information that humans can process, incomplete or inaccurate information, our own 

cognitive limitations, and inadequate time to make decisions in light of that information. 

Bounded rationality is a characteristic of heuristic decision-making (Kahneman, 2003, 
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2011), which is faster and requires less effort than systematic thinking but is 

compromised by a lack of accuracy due to a heavy reliance on mental shortcuts and 

biases (Acquisti & Grossklags, 2007; Luo et al., 2013). In the context of organizational 

policies and regulations, these ideas are closely linked to Beautement and colleagues’ 

(2008) notion of the compliance budget, where individuals weigh the costs and benefits 

of compliance and then adapt their behavior toward non-compliance when the barriers 

associated with compliance are too high relative to the lack of perceived benefits (see 

also Adams & Sasse, 1999; Stanton et al., 2016). Bhana and Ophoff (2023) connect 

these ideas to risk homeostasis, whereby individuals “compare their perceived risk 

against their target level risk and adjust their behavior to bridge any incongruity between 

the two, thus, achieving homeostatic equilibrium” (p. 268).  

These existing limitations to rational decision-making can be aggravated by fatigue. 

According to the “strength model” in social psychology (see, e.g., Baumeister & Vohs, 

2007; Duckworth et al., 2018; Hagger et al., 2010; Muraven & Baumeister, 2000), ego 

depletion occurs following the expenditure of cognitive resources, thereby diminishing 

performance on future tasks due to a lack of motivation or capacity. Cybersecurity 

diligence requires effortful self-regulation, and the ability to use systemic thinking rather 

than heuristic thinking when assessing a potential threat can be compromised among 

individuals whose self-control resources have been drained. Moreover, ego depletion 

and non-compliance are more commonplace in professional environments where 

employees are overworked and burned out, as these contexts can produce feelings of 

exhaustion with and cynicism toward security protocols (Demerouti et al., 2001, 2010; 

Reeves et al., 2021; Trépanier et al., 2015). The effects of workplace-related factors can 

be further amplified by technostress (D’Arcy et al., 2014; Tarafdar et al., 2010), which 

arises when individuals perceive that technology is increasing rather than reducing their 

workload, is too complex to understand, and is evolving too rapidly for them to catch up 

(Alobayli et al., 2023; Califf et al., 2020; Stadin et al., 2020).  
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Taken together, the literature on the cognitive and attitudinal origins of security fatigue 

presents a more complex picture of human decision-making than Furnell and 

Thomson’s (2009) definition might imply. Specifically, security fatigue extends beyond 

growing disillusionment and apathy toward security concerns over time but is also linked 

to cognitive resources, as “even if their attitude to cyber security is favorable, 

employees may begin to make mistakes due to depletion resulting from the often-

repetitive behaviors required to maintain cyber security” (Reeves et al., 2021, p. 11). 

Accordingly, additional training may temporarily increase awareness of security risks 

among personnel, but these efforts ultimately can prove to be counterproductive 

because they contribute to already-overburdened mental workloads (Cram et al., 2021; 

Hore et al., 2024; Nobles, 2022). Further, while decision-making is often constrained by 

insufficient time and limited information, security fatigue and its consequences arguably 

are rational from the perspective of the actors involved (Bhana & Ophoff, 2023; D’Arcy 

et al., 2014; Herley, 2009). Indeed, in response to the overload, complexity, and 

uncertainty associated with ever-evolving cybersecurity efforts, individuals may view 

further personal actions as beyond what their compliance budget allows: 

While users’ cybersecurity behavior is often portrayed as irrational, in fact it might be 

quite rational and reflect an astute cost-benefit analysis that results in users choosing to 

ignore “complex security advice that promises little and delivers less.” We argue that 

users experience a sense of security fatigue that also contributes to this cost-benefit 

analysis and reinforces their ideas about the lack of benefit for following security advice. 

From this perspective, we in the IT community need to rethink the way we currently 

conceptualize the public’s relationship to cybersecurity. Current mental models that 

position cybersecurity as something that is not worth the effort will be challenging if not 

impossible to change. Yet, as IT professionals, it is our responsibility to take up this 

challenge and work to alleviate the security fatigue users experience. (Stanton et al., 

2016, p. 8) 
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Security Fatigue in Healthcare Settings 

As “the proliferation of digitalization increases the surface attack areas of private and 

public organizations” (Nobles, 2022, p. 51), there has emerged a growing need for 

effective cybersecurity measures that protect software-based healthcare technology 

(Coventry & Branley, 2018). Considerable attention has been directed to mitigating the 

harms posed by malicious external actors, particularly as the interconnected systems 

and devices that share sensitive information and monitor patients can be vulnerable to 

attack (Anwar et al., 2021; Ayala, 2016; Ewoh & Vartiainen, 2024; Langer, 2017). Nearly 

all hospitals have relied upon electronic health records (EHRs) for at least the past 

decade (Parasrampuria & Henry, 2019), and millions of “Internet of Medical Things” 

(IoMT) devices collect, analyze, and transmit patient data to inform treatment decisions 

(Ghubaish et al., 2020; Hatzivasilis et al., 2019; Papaioannou et al., 2022; Thomasian & 

Adashi, 2021). Medical equipment and information-sharing systems are frequent targets 

of cyberattacks (Ghayoomi et al., 2021), and healthcare facilities are highly motivated to 

protect themselves against these events given their frequency and significant costs 

(Argaw et al., 2020; Portela et al., 2023; Sunil & Mathew, 2024). 

The technical aspects of information security are central for defending against some of 

the external cyberattacks that hospitals commonly encounter, including cryptographic 

attacks, SQL injections, privilege escalation, and Man-in-the-Middle (MitM) attacks 

(Bhuyan et al., 2020; Dameff et al., 2023; Wasserman & Wasserman, 2022). 

Notwithstanding the role of a robust IT infrastructure, “insider threats” that occur via the 

exploitation of human vulnerability are just as salient a concern as bad actors operating 

from outside an organization (Coventry & Branley, 2018; Lavanya et al., 2024; Nifakos 

et al., 2021). As Lee (2022) explains, “one of the reasons that malicious attacks 

continue to occur at an alarming rate in IoT systems is the poor compliance with 

information security policies that are mainly caused by behavior issues and the severe 

lack of security awareness” (p. 3). Identifying the root causes of these “unintentional 
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insider threats” is critical for enhancing cybersecurity (Burrell, 2024; Khan et al., 2022), 

as the “human factor” represents either a system’s weakest link or strongest defense 

(Willing et al., 2021). The concept of security fatigue is especially useful in this regard, 

as it can help shed light on how healthcare staff can unknowingly facilitate a 

cyberattack.  

 

The “Human Factor” in Cyberattacks 

Many cyberattacks against hospitals and healthcare facilities exploit human factors and 

prey on fatigue among staff members to secure a point of entry. Phishing scams, which 

involve tricking users to disclose confidential information through seemingly legitimate 

emails or links, are one of the most common and successful forms of data breaches 

involving EHRs (Jalali et al., 2020; Lee, 2022; Yeng et al., 2022; Yeo & Banfield, 2022). 

This strategy is especially effective because the deception is carefully disguised through 

social engineering, with the messages appearing to originate from coworkers or IT staff 

(Priestman et al., 2019). In a simulation study of six U.S. healthcare institutions, 

approximately one in seven (i.e., 14.2%) email messages containing a phishing link 

were clicked on by hospital staff (Gordon et al., 2019). A similar study of a major Italian 

hospital showed that the user clicked the link in 18% of the phishing emails that were 

opened (Rizzoni et al., 2022). Although they do not invoke the concept of security 

fatigue, these authors nonetheless interpret their findings as suggesting that medical 

staff rely on “automatic habits” (p. 9) due to workload demands. 

Malicious software can also be introduced through corrupted external hardware that is 

connected to hospital equipment by well-intentioned but unaware healthcare personnel 

(Bhuyan et al., 2020). As Wasserman and Wasserman (2022) explain: 

Physical insertion of malware can be just as potent as phishing. Frequently mentioned 

in the literature are attacks in which infected USBs, external hard drives, or compact 
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disks are “accidentally” left in employee parking lots. The expectation is that well-

meaning staff members who find the devices will plug them into hospital computers to 

check the files and identify the devices’ owners. Indeed, in an experiment by the U.S. 

Department of Homeland Security, sixty percent of its employees who found devices in 

the parking lot inserted those devices into government computers. This number was 

higher, 90%, if the device carried a government or contractor logo. (p. 5) 

The effectiveness of the “dropped device hack” to exploit kindness or natural curiosity 

via social engineering extends beyond overburdened healthcare personnel, and 

research suggests that this strategy can be highly successful in a variety of other 

contexts as well (e.g., Tischer et al., 2016). The technological threats posed by these 

attacks are especially potent, since operating systems automatically trust these devices 

as user input and thus allow any malware to bypass system controls, group policy, and 

antivirus software (Munyira et al., 2025). While security trainings often warn hospital 

staff against inserting unknown physical storage devices into network computers, 

individuals who are distracted or otherwise are under significant cognitive strain may be 

unlikely to remember these best practices. 

Reducing Security Fatigue Among Healthcare Personnel 

Although mitigating security fatigue is difficult generally (Stanton et al., 2016), it is 

particularly challenging among healthcare professionals. Existing training typically 

ensures a reasonably high level of cybersecurity awareness, but the implementation of 

best practices can be inconsistent (Alanzi, 2023; Nifakos et al., 2021; Waddell, 2024). In 

their study of more than 250 staff members across five critical care facilities in Ireland, 

Hore and colleagues (2024) observed that, beyond deficiencies in knowledge about 

cybersecurity risks and protocols, factors related to environment and culture were the 

most important sources of non-compliance—issues that remain underappreciated in 

existing training programs: 
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Workload was the most commonly cited barrier to safe cybersecurity behavior. Any 

cybersecurity intervention should not interfere with people managing their workload, nor 

should they place an undue burden on an already overworked staff. Critical care staff 

should be supported to complete cybersecurity awareness and training programs 

without being unduly overburdened. Creating a positive cybersecurity culture is vital to 

enhance engagement with any cybersecurity interventions, compliance with 

recommended cybersecurity practices, and reporting of cybersecurity issues. (p. 6) 

Along these same lines, Nobles (2022) concludes that “there is a human factors 

knowledge gap in cybersecurity” (p. 66) due to inattention to cybersecurity risks that 

cannot be easily addressed through additional training (see also Willing et al., 2021; 

Yeng et al., 2021). Recognizing these issues, experts have proposed some 

recommendations to help curb security fatigue. 

The measures most often discussed in the literature involve revisiting the design of 

security procedures to make them simpler and less redundant. Continuous exposure to 

complex and repetitive tasks (e.g., system updates, frequent password changes) is 

particularly burdensome, and scholars advise automating these activities and prioritizing 

the most strenuous protocols only when the risks are especially high (Cram et al., 2021; 

Furnell, 2024; Khadka & Ullah, 2025). For instance, Mizrak et al. (2025) suggest that 

“organizations can maintain security standards by implementing more user-friendly 

security measures like single sign-on (SSO) or biometric authentication while reducing 

the strain on employees,” also noting that “limiting security alerts to only those that are 

critical can prevent employees from feeling overwhelmed by unnecessary notifications” 

(p. 17). In general, successful socio-technical integration involves aligning software with 

human decision-making processes, designing systems that explicitly account for human 

error, and implementing adaptive decision-support systems that help reduce cognitive 

overload and improve performance in high-stress scenarios (Khadka & Ullah, 2025). As 

Reeves et al. (2021) explain: 
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“Before an organization implements a new cyber security process, they should consider 

several questions. For example, will employees perceive the new process to be 

restricting their freedom? Will it add to their workload? Will it be problematic if 

employees begin to tune-out this system or process, and is this likely to occur? If any of 

these are likely, then the practitioner should consider how they will manage these 

behaviors, and what the organization can do to minimize the level of reactance, 

habituation, or other disengagement that may result from the change.” (p. 13) 

Several other mitigation efforts that have been highlighted in the literature should be 

mentioned. 

• First, in the development of security protocols, healthcare facilities can 

leverage the expertise of human factors practitioners, who are trained to 

improve productivity, streamline performance, and help reduce the 

unintended consequences that stem from failing to consider how humans 

ordinarily think and behave (Nobles, 2022). 

• Second, even after introducing human-centered cybersecurity 

improvements that account for degraded performance and human error, 

staff training should explicitly teach employees how to identify and 

respond to deception and manipulation tactics through which they may be 

exploited (Nifakos et al., 2021; Waddell, 2024; Willing et al., 2021). 

• Finally, Mizrak and colleagues (2025) highlight the importance of mental 

health care for medical staff, and they propose that “digital detox 

initiatives—such as periods where employees are not required to engage 

with security tasks outside of working hours—can help employees recover 

from the mental demands of constant security vigilance” (pp. 17-18). 

Although these efforts may not entirely eliminate security fatigue, a 

combination of nonintrusive and automated security tasks, meaningful 
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training, and supportive assistance is most likely to reduce burnout and 

improve compliance. 
 

 

Conclusion 

Security fatigue represents a significant but often overlooked challenge in maintaining 

strong cybersecurity within healthcare settings. As this report explains, security fatigue 

develops gradually as workers face constant demands, repeated warnings, and 

complex or burdensome security tasks. When combined with heavy workloads, 

cognitive strain, and the fast-paced environment of modern healthcare, these pressures 

reduce attention to security protocols and create openings for cyberattacks. 

Understanding this issue involves recognizing the limits of human attention, 

decision-making, and motivation—not simply viewing noncompliance as a personal 

failure among staff members. Insights from social psychology, organizational behavior, 

and human-factors research reveal that effective cybersecurity must be designed 

around real human capacities. Reducing unnecessary complexity, automating repetitive 

tasks, strengthening supportive workplace cultures, and offering better training can all 

help lower the burden that leads to security fatigue. No single strategy will eliminate the 

problem entirely, but combining thoughtful system design with realistic expectations can 

improve security outcomes. Ultimately, addressing security fatigue is not only a 

technical challenge but a human one, and tackling it is essential for protecting patient 

data, ensuring organizational resilience, and supporting the healthcare professionals 

who rely on these systems every day. 
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