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This white paper presents a foundation for research to examine overlooked aspects of homeland 
security risk. While estimating psychological or behavioral consequences can be difficult, overlooking 
them lead to substantially misguided policy choices. Later papers will draw on this foundation to 
consider specific consequences of events or security measures to inform better policy.  
 
Managing security activities is a particularly challenging pursuit.  While the field shares with the field of 
criminal justice the challenges of hidden actors, evolving tactics, and uncertain policy measures, it has 
additional challenges in the extreme nature of the events, being both excessively large and excessively 
rare.  Risks that driven by rare, high consequence events in the tails of a distribution are hard to 
estimate. Still, understanding the threat of terrorism is an important first step to adopting appropriate 
security measures.  
 
There is disagreement and debate as to how bad homeland security risks are.  While homeland security 
events are thankfully rare, the risk is driven by the extremely rare but high consequence events in the 
fat-tails of the distribution. 1 Estimating risk from these rare events is challenging and analyses of 
terrorism risk vary significantly as a result.  The public and political leaders certainly rate terrorism as a 
high priority. 2  Some experts even describe terrorism as an existential threat, focusing on the potential 
for a massively disruptive attack with a weapon of mass destruction. 3 But many others find terrorism a 
smaller concern. 4 For advanced economies such as the United States, terrorism kills relatively few 
people per year on average and has little economic damage compared to more commonplace risks. 5 
(Beall 2006, Peleg et al. 2011, Meierrieks and Gries 2013, Stewart and Mueller 2013, Gaibulloev et al. 
2014, Mueller and Stewart 2018, Arce 2019) 
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This disconnect could be because people are wrong. There are a range of perceptual biases associated 
with rare, high consequence risks. The availability heuristic, for example, describes how people 
overestimate recent risks 6 and there have been multiple studies on how people overestimate rare risks. 
7  But it is also possible that people are right and risk analysts are wrong, omitting an important aspect of 
consequence from security risk assessments. It is known that experts consider risk differently from the 
lay public, focusing on objective measures of risk and omitting more subjective concerns.8 The missing 
aspect could be emotion. The psychological harms associated with death and destruction of security 
events can be significant. This can relate to syndrome-level psychiatric disorders such as PTSD, Acute 
Stress Disorder, severe depression, and others. But psychiatric illnesses are not the extent of harms, as 
distress and behavioral changes are even more widespread. These harms can be realized by those 
directly exposed to the violence as well as those who were indirectly exposed through relations to 
victims or through the media.  
 
And to some extent, it does not matter whether people are right or wrong in their perceptions of risk 
insofar as people make choices based on their perceptions. Following September 11th, people avoided 
flying, tourism, and New York City. In fact, sometimes the risk avoidance behaviors actually increased 
risk; for instance, due to fear of flying after the terrorist attacks of September 11th, 2001, people 
switched from flying to the inherently more dangerous driving 9 Even if fear is irrational, so are people, 
and they feel real psychological pain and make real decisions accordingly. 
 
As the National Academies note, most security risk assessments consider lives lost or economic damage 
but omit psychological or societal damage. 10 Lives lost is discrete and easy to count and physical 
economic damage is only a little harder to estimate. Psychological and behavioral consequences, 
however, are hard to estimate—victims have to be sought out and assessed with severity on a 
continuous distribution along a number of different dimensions of harm. 11 Even for well-studied, 
singular events (such as September 11th) there have been numerous and varied estimates of 
psychological harms depending on the population being examined, the harm being studied, and the 
instrument to study it. Extrapolating from these events has also proven hard. 
 
One useful framework from Dolan and Peasgood considered the economic and social costs of crime. 12 
Their framework identified costs of the crime distinguishing between direct and indirect costs and 
between harms realized by the victims and those realized by others. A similar approach could be applied 
to security risks. Applying this framework to security concerns acknowledges that one key feature of 
terrorism is the victim-target duality.  Terrorism is a political act, propaganda served to an audience or 
audiences, and those audiences are among the living not the dead.  By using violence against the victims 
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of the attack, the public audience will also have the physical, societal, and psychological disruption, 
particularly if the targeted audience identifies with the victims.  Accordingly, terrorists seek to amplify 
the harm realized by non-victim others in a way that most criminals do not.  Table 1 shows some harms 
in that framework drawn from the literature. 13 
 

Table 1- Types of Costs of Security Events and Fear of Security Events  

 Realized by victim Realized by others 

Tangible Cost of treatment 
Lost wages 
Property damage 
 

Economic losses 
Market losses 
Cost of security measures 
Cost of insurance administration 

Intangible Health-related physical 
Health-related psychological 

Health-related physical 
Health-related psychological 
Mission disruption 
Changes in behavior 
Changed view of society 
Environmental damage 
Historic/symbolic damage 

 
Additional research needs to be done on areas of psychological and perceptual harms related to security 
issues. There are inherent challenges in this—security events are represented by a fat-tailed distribution 
sometimes described as similar to a power law. 14 In events of this kind, the overwhelming majority of 
events are low level (events with no deaths, for example) but it is the few, extremely rare high 
consequence events that influence the entire distribution. The rareness of these events, however, 
makes it hard to assess what is typical of these events. However, approaches that consider risk under 
minimal or no data (such as expert elicitation, scenario generation, reverse CBA, etc.) may still provide 
insight even if accurate point estimates cannot be made.15  
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