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ABSTRACT  

  

The rise of artificial intelligence (AI) solutions in the corporate landscape has prompted a wider 

discussion among public stakeholders and policymakers about the best practices for leveraging 

this evolving technology to coordinate the global supply chain. In area of supply chain risk 

management (SCRM), scholars and practitioners have only recently turned their attention to how 

AI can bolster, or even supplement humans in decision-making processes. While AI holds a great 

deal of promise in reducing the potential for severe supply chain disruptions, ethical 

considerations and the novelty of AI-based solutions can introduce multiple challenges for 

critical infrastructure organizations that may be eager to incorporate this technology. The aim of 

this technical paper is to describe recent advancements and emerging trends in the use of AI to 

quantify risk crisis management readiness and make strategic choices using identified risks in 

decision-making. In what follows, I will provide a review of key research findings, 

methodologies, and innovations made in the areas of AI and SCRM. Additionally, this paper 

unpacks core ethical issues including algorithmic bias, responsible data handling, and 

outsourcing decision-making. These are interrelated issues that critical infrastructure 

corporations must navigate to maintain a commitment to safety and security while increasing 

organizational resilience. To conclude, this paper outlines several suggested best practices for 

businesses that are eager to incorporate artificial intelligence into supply chain risk management 

protocols and discusses expected trends in the use of AI in SCRM.  

  

  

INTRODUCTION  

  

The Digital Era of Supply Chain Management  

  

Though the emergence of operations management practices coincided with the birth of the 

corporate business model, the field of supply chain management truly rose to prominence in the 

1980s when logistical departments were faced with the daunting task of accounting for a wider 

range of firm interdependencies that were brought forth by globalization (Alfalla-Luque & 

Medina-Lopez, 2009). The rapid scaling of corporate relationships during this moment in history 

introduced a new imperative for businesses to integrate their internal organizational functions 

with that of purchasing, manufacturing, sales, and distribution (Oliver & Webber, 1982). Now 

having to account for both upstream and downstream manufacturing challenges, this meant that 

from a strategy standpoint, organizations were no longer just competing on a firm-to-firm basis. 

Instead, organizations now had to engage in supply chain-to-supply chain competition if they 

wanted to remain viable.   
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Shifting our focus to the present day, the now ubiquitous integration software systems that are 

designed to facilitate enterprise resource management has pushed supply chain managers into the 

“digital era” (Agrawal & Narain, 2018 p. 455). The practice of integrating new information and 

communication technologies (ICTs) in standard business processes is not only seen as a pathway 

to gain a competitive edge, but a functional necessity to mitigate risks and ensure the survival of 

the firm (Varma and Khan, 2014). However, the turn toward supply chain-to-supply chain 

competition means that organizations increasingly find themselves partnering with small and 

medium size firms across the globe. Experts in the field of supply chain risk management 

(SCRM) have expressed caution that adopting cutting-edge ICT options without a thoughtful 

approach can exacerbate existing threats and/or introduce novel disruptions within their supply 

chain networks (Finch, 2004). This presents a uniquely challenging issue for businesses, 

especially those embedded in what are considered “critical infrastructure sectors” of energy, 

communications, water, and transportation (Cavelty, 2007).  

  

Though most companies are now well versed in several industry standard, out-of-the-box ICT 

solutions, the staggering rate of innovation in this space can be daunting for organizational 

decision makers. Where previously it may have been common for companies to rely on 

recognizable, industry standard sets of products from a fairly limited group of providers, there 

are now a host of options coming to market seemingly every day. These include new 

technologies capable of facilitating real-time visibility in product support, data analytics, 

cloudbased data storage, and blockchain-based transactions. Scholars have argued that while 

these products have enabled some companies to optimize their processes, others continue to 

suffer from a lack of familiarity with how to identify, evaluate, and ultimately select software 

solutions within this evolving technological landscape (Slone, Mentzer, & Dittmann, 2007). For 

critical infrastructure organizations, a lack of familiarity with these products may challenge their 

ability to optimize processes. This can inflate costs, reduce efficiency, or worse, lead to a 

shortage of essential products or services that can threaten national security.  

  

Compounding this challenge, many of the products hitting the market have now incorporate 

artificial intelligence (AI) as a core service offering. Cutting edge developments in AI over the 

last decade represents new terrain for many supply chain managers, even those that have a great 

deal of experience in the field. When leveraged carefully, tools that are built through AI can 

present compelling opportunities to offload human decision-making to software that is able to 

rapidly identify, mitigate, and manage perpetual risks posed by unpredictable events (Deiva 

Ganesh & Kalpana, 2022). As such, AI presents a new frontier for enhancing the resilience of the 

global supply chain to ensure that critical infrastructure sectors can continue to meet stakeholder 

needs (Sakhnini et al., 2020).   

  

  

Problem Statement   

The volume of information that supply chain managers now need to account for has only 

continued to grow since the COVID-19 pandemic forced most business operations into a fully 

online or hybrid/remote work environment (Ivanov, 2021). Coupled with increasing disruptions 

from natural disasters, demand fluctuation, and government policy shifts, the threats to supply 
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chain resilience have never been greater (Rangel, de Oliveira, & Leite, 2015; Remko, 2020). In 

response to these persistent challenges, scholars have advocated for practitioners to adopt 

AIbased solutions to modernize their supply chains (Deiva Ganesh & Kalpana, 2022). Yet, many 

of these state-of-the-art tools are unconventional in the world of IT, and as a result, they may be 

unfamiliar to both supply chain managers and policymakers tasked with regulating their use. For 

those operating in organizations associated with critical infrastructure sectors, integrating AI into 

the existing business processes may seem like a heavy lift. There are also several ethical 

challenges that supply chain managers need to confront when considering AI-based solutions.    

Research Objective  

First, this paper begins by detailing a working definition of SCRM and then describes the 

overarching objectives of this growing field. It then provides an overview of existing AI 

technologies including machine learning, Petri-Nets, multi-agent systems, and rule-based 

reasoning methods that firms can leverage to quantify risk and strategically respond to identified 

threats. Next, this paper turns toward outlining specific ethical challenges that are associated with 

current trends and prospective developments in the use of these tools. These ethical challenges 

include the potential for AI to act in an unexpectedly biased fashion and to become a 

cybersecurity threat. Additionally, there are several noted unintended consequences of AI 

adoption at the individual, organizational, and societal levels that decision makers need to be 

familiar with. Finally, this paper turns toward suggesting several recommended practices 

integrating AI into organizational processes in a way that balances the need to improve resilience 

against the need to maintain a commitment to safe and ethical business practices.  

  

SUPPLY CHAIN RISK MANAGEMENT USING ARTIFICIAL INTELLIGENCE: A 

NEW FRONTIER  

The Objectives of Supply Chain Risk Management  

Unplanned supply chain disruptions are one of the paramount threats to the financial 

performance of companies. Worse yet, in critical infrastructure sectors they can become an issue 

of national security. For instance, at the turn of the millennium, a lightning bolt caused a roughly 

10-minute blaze at a semiconductor plant in Albuquerque, NM that was owned by Phillips 

Electronics NV. Based in the Netherlands, this seemingly small event nearly ground all cellular 

phone manufacturing to a screeching halt across Europe for an undetermined period of time 

(Latour, 2001). More recently, the outbreak of the COVID-19 virus upended civilization 

worldwide. Rapidly imposed export controls that governments implemented to boost domestic 

industrial output unexpectedly led to an international shortage of personal protective equipment 

(PPE) products as multi-national producers sought to navigate unexpected supply chain 

breakdowns (Gereffi, 2020). In the United States, this led to a critical shortage of N95 respirator 

masks that put healthcare workers in danger, strained hospital infrastructure, and ultimately, lead 

to a lower quality of civilian care.   



  5  

Such catastrophes have motivated a growing scholarly and practitioner community devoted to the 

area of supply chain risk management (SCRM). Defined, SCRM is “an interorganizational 

collaborative endeavor utilizing quantitative and qualitative risk management methodologies to 

identify, evaluate, mitigate, and monitor unexpected macro and micro level events or conditions, 

which might adversely impact any part of a supply chain” (Ho et al., 2015 p. 5036). For the 

uninitiated, a supply chain can be understood as type of process through which materials, 

products, and information flow in an uninterrupted state (Deiva Ganesh & Kalpana, 2022). To 

keep this flow uninterrupted, supply chain managers must account for several categories of risks. 

These categories include environmental, information, supply, demand, process, and control risks 

that each present specific challenges to coordinating inter-firm resource flows. Table 1 provides 

an overview of these risks.  

  

Table 1. Types of Risks to the Supply Chain and Corresponding Examples1  

  

Type of Risk  Examples  

Environmental  Natural Disasters, Terrorism, War  

Information  Cyberthreats, Intellectual property breach.  

Supply  Off-shore sourcing issues, Quality control breakdowns.  

Demand  Order volatility, Innovative competitors  

Process  Equipment failure, Manufacturing bottlenecks  

Control  Lack of collaborative planning, “bullwhip effect”  

  

As illustrated above, though disaster response remains a critical objective to improving supply 

chain resilience, the field of SCRM is also oriented toward proactive strategies (Nooraie & 

Parast, 2015). Increasingly, scholars and practitioners are focused on developing real-time 

logistical tools for predicting potential disruptions to the supply chain in order to help supply 

chain managers create rapid response protocols and better prepare for a growing number of 

supply chain threats. This focus has only grown since the COVID-19 pandemic. There are new 

pressures both from firm stakeholders and from government entities to accurately gauge product 

availability on a global scale and to strategize around uncertain timelines for product delivery to 

prevent another massive breakdown in resource flows that can lead to civilian harm (Gereffi, 

2020; Deiva Ganesh & Kalpana, 2022). Consequently, the field of SCRM has increasingly 

advocated for a greater emphasis on establishing new industry standards s that rely on quantified 

 
1 Table reproduces a figure that appears in (Deiva Ganesh & Kalpana, 2022).  
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risk assessments. For this, SCRM scholars have recently turned to novel artificial intelligence 

(AI) solutions because they present an attractive option to resolve longstanding issues of 

largescale information processing, while at the same time, improving efficiency and reducing 

costs (Baryannis et al., 2019).   

  

Artificial Intelligence for Improving Supply Chain Resilience  

  
What is “Artificial Intelligence”?  

Put simply, artificial intelligence (AI) is a data-driven approach to mimicking human reasoning 

that leverages the computational capabilities of machines and/or software (Haugeland, 1989). AI 

is not a new concept. It dates back to the mid-1950s when Alan Turing conducted some of the 

first experiments that gave birth to modern computing (Copeland, 2004). However, it has 

received greater public attention in recent years due to rapid advancements in computational 

power and breakthroughs in mathematical problem-solving that have yielded funding for 

universities and private companies to develop out-of-the-box AI solutions. AI technologies are 

now widely used across a variety of business sectors. Popular applications of AI include the 

development of algorithms used in recommendation systems (e.g., YouTube/Netflix), internet 

search engines (e.g., Google Scholar), human speech detection (e.g., Apple Siri/Amazon Alexa), 

and creative tools (e.g., OpenAI ChatGPT).   

  

Common Applications for AI in Supply chain Risk Management  

SCRM researchers have identified several potential AI-tools that are now available to supply 

chain managers that may, under careful circumstances, improve decision-making (Min, 2010). 

These include various approaches that fall under the broader technical umbrella of machine 

learning, Petri-Nets, multi-agent systems, and automated rule-based reasoning techniques. Table 

2 provides an overview of these approaches and identifies their application to SCRM. As this 

table illustrates, AI-based solutions have several use cases that supply chain managers can 

implement in a multi-phased approach to risk management.  

  

Table 2. AI approaches and Applications to Supply chain Risk Management2  

  

AI Method  SCRM Task  Exemplary Use Cases  

Machine Learning  Risk Identification  Information aggregation, extraction, management.  

 
2 Table presents a simplified version of a figure that appears in (Deiva Ganesh & Kalpana, 2022)  
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Petri-Nets  Risk Assessment  Event simulation, process improvement.  

Multi-Agent Systems  Risk Monitoring  Real-time decision support.  

Rule-Based Reasoning  Risk Mitigation  Prioritizing identified risks, planning.  

  

Machine learning is arguably the most flexible AI-solution available and has a demonstrated 

utility for improving organizational agility in risk identification (Ojha et al., 2017). The goal of 

machine learning is to leverage the problem-solving capacities of computers to gain insights into  

  
large volumes of information by providing programs with enough data that they can make 

probabilistic distinctions between specific outcomes (Min, 2010). In other words, supply chain 

managers can implement programs that are specifically designed to read language prompts. 

These language prompts are used to train these programs to recognize concepts, automate 

decisions, and create inferences based on the information that humans provide them. Sometimes 

referred to as “data mining,” (Chen, Han, and Yu, 1996), machine learning techniques can 

process (and derive insights) large datasets in a timely manner that would otherwise be 

unachievable through human effort alone. As such, they represent an attractive option for 

companies that want to develop deeper insights into where risks exist in their supply chain 

processes.   

Petri-Nets are closely related to machine learning techniques but differ in their objectives. While 

traditional machine learning techniques are commonly focused on reducing the complexity of 

information, Petri-Nets are a tool for simulating realities through a computational process known 

as “deep learning” (Guang et al., 2021). For supply chain managers, Petri-Nets can be deployed 

through programs that are designed to represent or continuously model supply chain 

interdependencies by feeding them real-time data (Mazzuto, Bevilacqua, & Ciarapica, 2011). 

This can be useful in the event that a company wishes to conduct a stress-test of their supply 

chain to identify potential improvements (Deiva Ganesh & Kalpana, 2022). Petri-Nets also can 

allow supply chain managers to engage in case studies that are based around simulated disruptive 

events to identify how existing processes could (or rather could not) respond.   

Multi-agent systems are comprised of mixture of software entities that are configured to operate 

autonomously as a comprehensive system. Multi-agent systems have the potential to 

automatically make routine decisions and coordinate with specified entities that humans have 

control over (Giannakis & Louis, 2016). Stated differently, multi-agent systems allow for 

humans to outsource recurrent tasks to computers or robots to reduce the complexity of the 

supply chain. By allowing software programs to take on specific roles that would otherwise be in 

controlled by human decision makers, supply chain managers are less encumbered and can shift 

their focus to physical tasks or creative work that computers are not yet able to adequately 

perform. Specifically, multi-agent systems hold deep promise for company and sector specific 

risk monitoring protocols (Deiva Ganesh & Kalpana, 2022). Agent-based software solutions are 

able to help supply chain managers coordinate alternative travel routes, determine the best use of 

resources, and send out alerts in the event of a large-scale disruption like a terrorist threat or 
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attack (Schurr et al., 2005). As a result, multi-agent systems hold a great deal of promise for risk 

monitoring protocols.  

Rule-based reasoning techniques aim to exploit the knowledge of past and existing events to 

project (and importantly quantify) potential future events. These techniques can be employed 

through computer programs that leverage inference models as a vehicle to parse through data. 

Rule-based reasoning techniques apply logic models to generate conclusions about a given 

situation from these datasets (Behret et al., 2012). In other words, platforms that employ 

rulebased reasoning techniques can allow supply chain managers to develop more 

comprehensive understandings of their supply chains by cataloguing known threats and 

providing insights into where potential unknown threats exist. For instance, data about existing 

disruptive events like natural disasters or geopolitical conflicts can be used to create standardized 

evaluations of risk that are based on parameters such as the frequency, detectability, and severity 

(Gallab et al., 2019). Additionally, rule-based reasoning platforms can help supply chain 

managers categorize potential risks into high, medium, or low ratings (Behret et al., 2012). In 

turn, these categories can help human decision makers rate different suppliers and customers, 

prioritize specific interventions to potential risks, and visualize areas of concern within the 

supply chain through the use of dashboard applications (Chakrabarti et al., 2022).   

ETHICAL CHALLENGES ASSOCIATED WITH ADOPTING AI TECHNOLOGIES  

Ethical Issues with the Code Behind AI Tech  

There are several known ethical issues that are often hardcoded into AI technologies that need to 

be confronted. While AI holds a great deal of promise for delimiting humans to focus on 

essential tasks by outsourcing decisions to machines, the form and function of AI can exacerbate, 

rather than mitigate organizational threats if deployed in an uncritical manner. These include the 

potential for the algorithms behind AI to exhibit biases and issues with data privacy and 

cybersecurity.   

The ability for algorithmic systems to yield socially biased outcomes is a known problem with 

automated decision-making platforms and has become a dominant research topic for information 

systems researchers (Someh et al., 2019). More commonly referred to as “algorithmic bias” 

(Kodzadeh & Ghasemaghaei, 2022), this refers to the potential for AI to inaccurately categorize 

or classify information by privileging or disadvantaging outcomes without a justifiable reason. 

This can occur in two ways. First, social biases that exist in a non-algorithmic context such as 

stereotypes, prejudices, and discrimination can become translated into the mathematical features, 

weights, and functions in AI models. Second, AI models themselves can be unstable when the 

sources of data that are used to formulate predictions lacks integrity (e.g., missing data points, 

underrepresenting cases from key populations of interest etc.). As a result, algorithmic bias can 

both produce and reproduce harms.  

There are also cybersecurity risks and information privacy issues embedded in AI solutions as 

well. Though advances in the sophistication of predictive models and computational processing 

have greatly increased the capability of AI to process large scale datasets, this can turn AIenabled 

products into threat vectors that may be vulnerable to cyberattacks by malicious actors. This can 
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lead to data breaches that expose sensitive data about companies and their partners to criminal 

actors and unexpectedly cripple supply chain processes (Jin, 2018). Beyond this, the volume of 

consumer data can be aggregated, utilized, and shared through these products raises legitimate 

concerns about data rights (Du and Xie, 2021). The unanticipated use of consumer data can 

introduce numerous risks that include the unauthorized information use by third-party entities 

and intellectual property theft. Aside from upending trust between transacting parties, these 

issues can ensnare a company into costly and time-consuming litigation efforts.  

  

The Social Consequences of Adopting AI  

As AI is relatively new in the business landscape, there are few industry standards for AI 

adoption yet (Cheatham et al., 2019). Cheatham et al., (2019) find that in this vacuum of 

knowledge, corporate executives are often willing to overlook the potential risks associated with 

adopting AI technologies and/or overestimate risk-mitigation capabilities because they may offer 

a financially competitive edge. Likewise, business leaders are likely to underestimate the 

technical support needs associated with AI products and/or develop a false sense of security that 

in-house IT employees and analytics teams can step in to address problems that these products 

introduce. This can lead to a number of unintended consequences that can create risks at the 

individual, the organizational, and the societal levels. Table 3 presents an overview of these risks.  

  

Table 3.  The Unintended Consequences of AI Implementation3  

  

Individuals  Organizations  Society  

Physical safety  

Reputation  

Career prospects  

  

Firm performance  

Legal compliance 

Reputation  

National security  

Economic stability  

Infrastructure integrity  

Political stability  

  

  

At the individual level, an uncritical strategy for AI implementation can pose several risks. 

Within an organization, an employee can experience physical harm if an AI system makes an 

incorrect evaluation of risks or fails to adequately identify them. For instance, a person operating 

heavy machinery may experience injuries if they are not able to identify circumstances where AI 

systems should be overridden either because the systems are too complex, or they are too 

distracted. Moreover, people can suffer reputational damages from AI-related mistakes. For 

 
3 A similar table appears in (Cheatham et al., 2019).  
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instance, given the occasional unpredictability of algorithms, an overreliance on AI to make 

critical decisions may cause an employee to struggle to explain the rationale for courses of action 

if it leads to a negative outcome. This could foster mistrust among colleagues about job 

competency and reliability. Finally, there are widespread ethical concerns associated with the 

potential effect of AI on the employment landscape. This is scholars have referred to as 

“technological job loss” (Ogle, 2018). By outsourcing decision-making to thinking computers, 

managers may become aware of previously unknown cost-savings opportunities which could 

threaten the career prospects of many people should they be displaced by a software system.  

At the organizational level, malfunctioning or improperly calibrated AI solutions can become a 

threat to firm performance. Though generally AI has been found to have a positive impact on 

shareholder value, firm profitability, and cost savings (Kim, Park, and Kim, 2022), these 

products can unwittingly throw organizations out of compliance with rules and regulations 

regarding interfirm competition due to their novelty in the corporate landscape (Petit, 2017). One 

concerning way that this occurs in when firms are not adequately prepared for the unpredictable 

event that the algorithms driving AI products begin to communicate with one another and/or  

  
learn autonomously. Popularly coined by scholars as “algorithmic collusion,” this can expose 

firms to legal liability (Calvano et al., 2020). For example, algorithmic collusion can result in 

accidental price fixing among firms that are supposed to be in competition with improper human 

monitoring. The resulting antitrust lawsuits that could emerge from this type of anticompetitive 

conduct poses a particularly potent threat to firms. Likewise, an overreliance on AI at the 

organizational level can introduce cybersecurity risks for firms. The leak of sensitive operational 

data, or worse, the loss of operational control due to a cyberattack may cause firms to suffer 

irreparable reputational harm. This can deteriorate trust with the trade partners, consumer groups 

and the public sector at large.   

Finally, and most importantly, AI has emerged as a transformative force that has the broad 

potential to inflict societal harms if improperly used. For instance, while organizations have 

increasingly turned to AI in risk mitigation efforts, these algorithms can also be used exploit 

vulnerabilities in the critical infrastructure that the public relies upon. Scenarios that have been 

considered in research include AI-hosted attacks on power grids, telecommunications systems, 

and financial networks (Kaloudi & Li, 2020). The potential for AI to simultaneously act as a 

shield and a weapon in cybersecurity efforts is what scholars have referred to as the 

“doubleedged sword” (Taddeo, McCutcheon, and Floridi, 2019). That is, while AI harbors the 

potential to revolutionize how we safeguard critical infrastructure sectors from threats, it also has 

the capacity to facilitate new avenues of attack that threaten national security, and economic and 

political stability.   
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A WAY FORWARD: ANTICIPATING THE FUTURE OF AI IN SCRM   

Best Practices for Integrating AI into Business Processes  

In the management literature, scholars have recently turned to stakeholder theory and social 

contracts theory to develop a series of best practices for AI implementation in businesses (Wright 

& Schultz, 2018). According to stakeholder theory, any group or individual who can be affected 

by the achievement of a firm’s objectives has the right to expect that the firm will consider the 

moral implications of these objectives. Likewise, according to social contracts theory, the 

privileges associated with doing business should be counterbalanced by a normative (or 

standardized) approach to business ethics. Accordingly, Wright & Schultz (2018) advocate for 

several recommended practices for AI adoption. Among these, three recommendations are 

pertinent to supply chain managers that seek to leverage the proposed benefits of AI in risk 

management protocols while also buffering against potential ethical concerns. These include: 1. 

Transparent acknowledgement, 2. Workforce investment and retraining, 3. Embracing regulation 

and oversight.   

  

Transparent Acknowledgement  

With the understanding that outsourcing decision-making and automating tasks is only going to 

increase as AI evolves, stakeholder theory argues that firms should be prepared. Refusing to 

explore the opportunities that AI creates to improve organizational agility, resilience, and 

efficiency is tantamount to negligence. Beyond this, firms also face additional risks associated 

with becoming obsolete. Relying on antiquated technologies to support core organizational tasks 

can become a threat not just to the long-term survival of a firm, but also to entire supply chains. 

In critical infrastructure sectors, firms are essential product or service providers and could be 

rendered non-operational due to a breakdown. Transparently acknowledgement refers to a sector 

wide, cross-organizational effort to publicly recognize AI as an inevitable industry standard. 

Importantly, this does not mean uncritically adopting AI technologies. Rather, through 

transparent acknowledgement firms can balance the process of identifying and selecting the 

appropriate AI solutions to meet their risk mitigation needs against the imperative to maintain 

awareness and exercise strategic caution. Transparent acknowledgement may help initiate what 

management scholars call “interorganizational spillover” (Shi, Wajda, & Aguilera, 2022). This 

refers to the “unintended impact of an event in a focal organization on the perceptions and 

decisions of other organizations that belong to the same categories as the focal organization (i.e. 

peer organizations) as well as their stakeholders” (p. 185). Stated differently, transparent 

acknowledgement can become the catalyst for normalizing AI among other firms that may be 

more apprehensive. This could have a twofold benefit of leading to more cross-industry 

knowledge, while also pressing for more tailored AI solutions that can meet the specific needs of 

unique sectors.  
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Workforce Investment and Retraining  

The growing rate of adoption has serious implications for the human workforce in the future. 

These issues concern how to manage the producers of AI products. For instance, though 

concerning, algorithmic bias simply reflects the humanity behind the math rather than a fatal 

flaw in technology itself. With careful attention to how these systems are designed and a robust 

critical human evaluation of the outputs these systems make, supply chain managers can greatly 

reduce the impact of algorithmic bias in the decision-making process. These issues also concern 

who is affected by AI tech. There is a clear need for investment in training and retraining 

initiatives to prepare employees on how to responsibly use AI. Suggested ways include 

developing reeducation programs to provide existing workers with the skills to adapt to the 

transition toward an AI enabled workplace and retraining programs to that give displaced 

workers new skills that they can carry into different company roles or into different sectors 

entirely. Doing so has several intended benefits. Workforce investment and retraining can 

increase AI literacy while also ensuring that those working with this technology have the 

necessary skill set to simultaneously mitigate risks and not introduce risks.  

  

Embracing Regulation and Oversight  

While businesses are increasingly embracing AI technologies, so too are government entities. 

Regulatory bodies are taking steps to introduce governance frameworks that balance fostering 

innovation and economic growth against the need to establish guardrails that mitigate risks and 

improve accountability. As a result, businesses may be able to proactively begin the process of 

collaborative governance by demonstrating frameworks for adopting AI that similarly address 

these interrelated concerns. Defined, collaborative governance refers to public and private 

stakeholders working together with public agencies to engage in consensus building around the 

appropriate course of action (Ansell & Gash, 2008). Recent initiatives in the United States point 

to an opportunity for private businesses, and especially firms operating in critical infrastructure 

sectors, to collaborate with government entities by welcoming regulation and oversight. 

Recently, the U.S. congress passed several acts that are aimed at harnessing the potential 

positives of AI while establishing necessary constraints. Among them, the FUTURE of AI Act 

established a federal advisory committee to study trends in AI use and propose potential new 

regulations. Federal agencies have also taken steps to broaden their engagement with AI and 

ethics. In February of 2024, the Department of Justice announced that they had appointed their 

first official chief AI officer (Goudsward, 2024). Businesses can build trust with regulators by 

engaging in self-regulatory practices that demonstrate responsible AI use. Combining 

selfregulating practices with exercises in traditional competition, businesses may offer regulators 

a glimpse into potential industry standards that could be codified into law while minimizing 

industry disruptions. According to social contracts theory, this is referred to as weighing 

productivity against so-called “hypernorms” of fairness and healthy working environments 

(Wright & Schultz, 2018). By taking this tact, companies may be able to increase stakeholder 

representation in ongoing discussions about how to regulate AI in the business landscape by 

signaling that they have unique expertise and have done due diligence to consider the ethics of 

these technologies. Moreover, developing a closer relationship with regulators has the additional 
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benefit of including public agencies in risk management protocols that can improve response 

times and minimize negative outcomes.  

  

Future Trends in AI Enabled SCRM  

Employing the recommended practices outlined in the previous section will help to usher in the 

future of AI in SCRM. This largely centers around the concept of “Industry 4.0”– or the 

evolution of supply chain processes toward fully autonomous operation through the 

incorporation of smart technologies (Tjahjono et al., 2017; Akbari & Do, 2021). Scholars have 

argued that Industry 4.0 emphasizes not just expanding global networks of companies, but a new 

global network of machines that are specifically configured to share information and to control 

each other when carrying out specific tasks. At the core of Industry 4.0 paradigm is the 

integration of AI technologies into business processes such that production facilities and human 

actors are operating in holistic Cyber-Physical-Systems (CPS). CPS refer to “a new generation of 

systems with integrated computational and physical capabilities” that can impact the physical 

world through computation (Baheti & Gill, 2011 p. 1). According to Tjahjono et al., (2017), the 

emergence of CPS will occur through four separate avenues that will transform the business 

landscape:  

1. The establishment of vertical networks of smart production systems. 

Manufacturing processes will be able to facilitate mass product and service 

customization through intelligent systems that will carry out not only 

production, but also maintenance tasks in the supply chain. Critical materials 

and resources will be decentralized and become universally available to 

production facilities through smart grids and novel storage technologies.   

  

2. The horizontal integration of businesses into new global value chain network. 

Business models will continue to evolve into an ecosystem model that centers 

humans as essential, creative planners, controllers, and decision makers that are 

unspecific to outputs, but targeted on maintaining CPS processes.   

  

3. Corresponding changes to the research and development cycle. CPS will allow 

engineering support to occur simultaneously throughout the value chain and 

facilitate innovation and improvement in design, development, and 

manufacturing processes. New products and systems will be based on BigData 

analytics and prioritize task automation to improve resilience.  

  

4. The automated systems that emerge will facilitate rapid manufacturing, 

customization, and adaptability. These will reduce the overall costs of 

managing the supply chain while also providing novel opportunities to create 

value.  
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Though many of these dimensions are still aspirational in nature, significant advancements in AI 

have increased the plausibility of realizing the full transformation toward Industry 4.0 (Akbari & 

Do, 2021). Scholars have also argued that unlocking the full suite of risk management and threat 

mitigation techniques in this new industrial era will require revamping business processes around 

a logic of sustainability (Akbari et al., 2017). Though sustainability operates as somewhat of a 

buzzword in public discourse, it simply refers to strategies that simultaneously further business 

interests while achieving environmental, social, and economic improvements. Unsurprisingly, AI 

will be essential to this effort (Akbari & Do, 2021). Beyond risk detection and prediction, 

AItechnologies offer a potentially novel avenue for businesses to pursue strategies of 

sustainability that may affect the probability that risks emerge in the first place. For instance, AI 

will likely play an important role in reducing the carbon footprint of companies by accelerating 

the development of “green” technologies like carbon capture and storage processes that can be 

deployed widely across industries (Yao et al., 2023). These can have a palpable impact on 

reducing workforce-related burdens on the environment by streamlining operational practices 

(Ogbeibu et al., 2023).   

  

CONCLUSION  

Artificial intelligence (AI) represents a vast technological landscape. While innovations being 

built through AI have the potential to transform decision-making business environment, the 

novelty of AI can be daunting to supply chain managers working in critical infrastructure sectors. 

This paper outlines the types of risks that supply chains commonly face and describes several 

opportunities for AI-facilitated supply chain risk management (SCRM) practices identified in 

contemporary scholarship. It also describes several ethical challenges including algorithmic bias 

and the unintended consequences of AI-implementation that can affect individuals, organizations, 

and society. Finally, this paper provides an overview of suggested practices for businesses when 

deciding to implement AI and offers a glimpse into how employing these practices will 

inevitably transform supply chain risk management in the future.  
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